[IS Easy Migration Tool (For IIS 7, 8, 10) -
Quick Start Guide
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The purpose of this software and its parts

IS Easy Migration Tool (IEMT) software helps with the migration from one Microsoft IIS server to
another. It can also be used as 1S backup, recovery and consolidation tool.

11S Easy Migration Tool for 11S 7, 8, 10 (IEMT 7) is able to migrate websites from 11S 7.0, 7.5, 8.0, 8.5 and
10.0 servers to 11S 7.0, 7.5, 8.0, 8.5 and 10.0 servers. It does not work with IS 6.



IS 7.x IS 7.x

I1S 8.x IEMT 7 11S 8.x

11S 10.x T 11S 10.x

(The former version of the 1S Easy Migration Tool (IEMT for IIS 6) is able to migrate websites from 11S 6.0 to
I1S 6.0, 7.0, 7.5, 8.0, 8.5, 10.0. It is available at our website. You can purchase it if you are going to transfer
websites from 11S 6 (Windows 2003).)

This application is portable, no installation is required.
The IEMT 7 can:

e Transfer and consolidate items (websites, SSL certificates, FTP accounts, etc.) and data (website
settings, etc.) between 11S 7/8/10 servers.

e Recover and consolidate I1S settings (1S server itself and its websites etc.) from applicationHost.config
file.

e Backup and recovery of 1S settings and items with Gathering Agent (GA) utility.

Data sources

The IEMT 7 uses 2 data sources: applicationHost.config file and a data file created by Gathering Agent (GA)
utility.

The preferable data source is the GA data file. This file contains all the needed data about the 1IS items and
settings. To get this file you should run Gathering Agent (GA) software on the source 1S server.

The applicationHost.config file contains incomplete information about the websites (and other 1IS items like
applications, virtual directories etc.), but it may be used for the 11S migration and/or recovery in case you do not
have a GA data file for some reason.

Please note that applicationHost.config file does not contain any information about SSL certificates, Windows
users and groups, NTFS permissions, thus these items cannot be migrated/recovered in full in case you use
applicationHost.config file as the data source.

The applicationHost.config file can be used in disaster recovery cases, when the source server is offline and you
cannot run the Gathering Agent utility on that server. In all other cases we recommend using of the
Gathering Agent utility.



We also provide a command line version of the GA, it is designed to help with 1S related backup, recovery and
consolidation tasks. Files created by this command line utility can be used for recovery and/or consolidation of
I1S data (settings, items) on the same server or other servers.

The Gathering Agent does not change anything on the server. It does not stop any websites, does not
change any settings. It just collects the needed IIS related information. So, it is safe to use the Gathering
Agent on production servers. The websites on your source server stay intact and unaltered.

System requirements:

Source server: .NET framework 4.x is required for the Gathering Agent

Destination server: .NET framework 4.x is required for the 1S Easy Migration Tool.

Note: The IEMT 7 is a GUI application, so currently it is not compatible with Server Core installation of
Windows. You should either have Full Installation of Windows 2008, 2012 or Windows Server 2016 with
Desktop Experience.

Software registration and evaluation

It is possible to try the IEMT 7 for free. It works without a license key, but in the evaluation mode it allows to
migrate only a few items of each kind during a single migration session. (For example, it may allow to migrate
3 websites, 4 virtual directories, 5 FTP accounts, 2 SSL certificates and 1 Windows User Group during the
evaluation session.)

To register the software you need to buy a license key and write it to appropriate section of IEMT.exe.Config
file. You can buy a key at http://www.hoststools.com The license key makes the software fully-functional and
allows to migrate thousands of websites, Windows users etc. The amount depends on the license key you
purchased. For example, a license key can have the following limit: “10000 websites, 10000 web applications,
10000 Windows users, 10000 SSL certificates, 10000 FTP accounts, 10000 virtual directories”.

Please note that IEMT connects to http://keysys.hoststools.com/ (online licensing system) at the beginning
of each session. So, please be sure the destination server firewall does not block port 80. IEMT sends its
license key and gets a response (“valid” or “not valid”’). Nothing else is sent or received.

Please contact us if your destination server does not have Internet access. We have a solution.

When you have a key, please open IEMT.exe.Config file with the Notepad, find 1234 (between <value> and
</value> tags of ks_key section) and replace the 1234 with your license key. Then restart the IEMT 7.

If there is “Trial” word in the IEMT window caption, the program is not registered and works in the evaluation
mode.

During the migration process you select items to be migrated. The items are: websites, web applications, virtual
directories, FTP accounts, SSL certificates, Windows users, Windows user groups. The IEMT status bar
indicates how many items of each kind you selected and how many items you can migrate with your license
key.


http://www.hoststools.com/
http://keysys.hoststools.com/

For example:

15.09.16 15:21:06.180 End GUI list.

15.09.16 15:21:06.1759 [ill_gui_lists] qgui path list - done
15.09.16 15:21:06.173 [ill_gui_lists] qui IP ligt - done
15.09.16 15:21:06.170 [ill_qui_lists] qgui groups - done
15.09.16 15:21.06. 164 Fill_gui_lists] gui S5L's - done
15.09.16 15:21.06.162 Fill_gui_lists] gui pools - done
15.09.16 15:21:06.108 Fill_gui_lists] qui ftps - done
15.09.16 15:21:06.061 Fill_qui_lists] qui sites - done

15.09.16 15:21:06.026 Begin GUI list.
15.05.16 15:21:06.025 Memory (after parsing) KE [MB]: 10267 [10]
<
‘ << Prev | ‘ Next >> ‘ V V

Windows 2012 R2 [Microsoft Windows NT £.3.9600.0] | x64 | ZANS\Administrator | 115 8.5 | 5 3000: A 3000: V 3000: F 3000: C 3000: G 3000: U 2000 |5 & A1&VOFRCEGORUD=26

The IEMT status bar shows that the license key allows to migrate 3000 websites, 3000 web applications and so
on (the green arrow). It also shows that 8 websites and 18 web applications are going to be migrated during the
current session (the blue arrow).

The Gathering Agent does not need any license key. Only the IEMT needs it.

Source server: The first way of data collection - using the Gathering Agent

Log in to your source IIS server and place the Gathering agent files to some folder. Then start ga.exe as
Administrator. (There is also a command line version of the Gathering Agent — gacmd.exe)

It is important to run the Gathering Agent as Administrator. You must be logged on as a local
administrator or provide the credentials of a member of the local Administrators group.

You can log on as a domain administrator too. Usually it works. But it depends on your domain/server
settings and is not guaranteed. So, it is better to use a local admin account.

To run an application with a full administrator access token:

1. Locate the program icon or a shortcut in Windows Explorer.
2. Right-click the program icon or shortcut, and then click Run as administrator.
3. When the UAC message is displayed, do one of the following:

- If you are logged on as a standard user, or if UAC is configured to always require
credentials, enter the appropriate administrative credentials, and then click OK.

+ If you are logged on as an administrator and UAC is not configured to always
require credentials, click Yes to start the application.




When you start GA.EXE (the GUI version of the Gathering Agent) it first collects and shows the server system
information. 11S and OS along with Active Directory information can be found there.

a IEMT: GatherAgent - |e[xT]

File  Help

Prerequisites

Host 05 Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] ZANS\Administratar w64
IS version &5
Active Directory Mot found

I Active Directory detection shows a wrong result, please click "AD info is incomect” button.

AD info is incomect

130.03.16 12:09:18.083 05 info: Windows 2012 B2 [Microsoft Windows NT 6.3.9600.0] ZANS \Administrator x64 ~
30.03.16 12:09:18.083 1S info: 8.5
130.03.16 12:09:18.130 AD info: Mot found

Next ==

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] x84 | 115 8.3 | None | 00:00 http://www.hoststools.com/

Pay attention to the Active Directory information displayed by the Gathering Agent. If it is incorrect, click [AD
info is incorrect] button. It is an important step needed for the correct Windows/FTP account migration and also
anonymous website user assignments on the destination IIS server.

NOTE: If there are Active Directory users assigned to any websites and/or FTP accounts/directories it
may take noticeable amount of time to collect the data. Please wait till the Gathering Agent finishes its
job.

Do not interrupt it! We know the cases when the data collection took 12 and more hours. It is normal if
Active Directory is involved.

Click Next button to go to the next step.



o IEMT: GatherAgent -|ofx]

File  Help

Options |

Temp. folder |E:\daia | |

Gather
Data from 115 service

S50 cerfficates assigned to websites along with comesponding root/chain certificates

Windows users and groups
[] NTFS pemissions for 115 websites and FTP accounts

Collects NTFS permissions (ACLJACE rights) for the website folders and FTP accounts. This can take a long time ifthere are lots of folders,
especially ifthe server hard drive is slow.

130.03.16 16:24:05.888 05 info: Windows 2012 RZ [Microsoft Windows NT 6.3.9600.0] ZANS \Administrator x64 ~
130.03.16 16:24:05.888 115 info: 8.5
130.03.16 16:24:05.904 AD info: Mot found

<< Prav Next ==

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] x64 | [I15 8.5 | None || 00:00 http:/ Swww.hoststools.com,

Here you select the data collection options:
Temp. Folder — directory for temporary files.
Data from I1S service — collect data from 1IS service.

SSL certificates assigned to websites along with corresponding root/chain certificates — collect
SSL certificates assigned to websites and also the corresponding root/chain SSL certificates (if needed).

Windows users and groups — collect Windows users and groups related data.

NOTE: There is no way to collect the current passwords of Windows (and FTP) users! (Because Windows
keeps only hashes, not the passwords.) The IEMT will generate new strong passwords for all the migrated
users and saves the list of those users and their new passwords in a file. (See below in this document for
more information.)

NOTE: If there are Active Directory users assigned to any websites and/or FTP accounts/directories it
may take noticeable amount of time to collect the data. Please wait till the Gathering Agent finishes its
job. Do not interrupt it! We know the cases when the data collection took 12 and more hours. It is
normal if Active Directory is involved.

NTFS permissions for 11S websites and FTP accounts — collect all NTFS permissions for directories
of 11S websites and FTP accounts.



NOTE: If there are many directories and files the GA may need few hours to collect the data. Also the
resulting data file can be huge.

Select the needed options and click Next button. At the next page click Start button and wait till the Gathering
Agent finishes the data collection task.

The Gathering Agent analyzes data of all available web.config files of websites on the source server. Thus, the
IEMT can copy the websites settings to the destination server or recover them on the source server.

However some collisions may happen in rare cases. For example, if Microsoft SharePoint has different settings
on the source and destination servers, the migrated website (or its part) may show error messages.

e IEMT: GatherAgent - [ o[

File  Help

Start

Status of data collecting

115 websites | 5
FTP accounts | 6
S5L certficates | 40
Windows users and groups | 31

NTFS permissions | N/AA

130.03.16 16:26:08. 767 GAfile: Fle saved: E-\data‘gagert data. Size (bytes): H8149 -
130.03.16 16:26:08. 767 GAfile: E \data“gagent data

130.03.16 16:26:08.767 Make GAfile - end

130.03.16 16:26:08.783 Temp. files has been removed.

130.03.16 16:26:08.799 Time: 1 sec.

<< Prev

Windows 2012 R2 [Microseft Windows NT £.3.9600.0] x64 | 115 8.5 | None | 00:00:01 http:/fwww.hoststools.com/

When the Gathering Agent finished its job, it shows “Finish!” word at the right column near the progress bar.
Also it shows the time spent for the data collection in the log.

The resulting data file with collected I1S information — gagent.data — will be saved in the same folder with the
EXE file of the Gathering Agent. You need to copy this file to the destination server for the websites (FTP etc.)
migration or to a backup server if just need a backup copy of your 1IS server data.

NOTE: The Gathering Agent (nor the IEMT) does not backup any files (except SSL certificates if that
option is turned on)! It just collects IIS server and related items settings. If you need to backup, restore
and copy website files (ASPX, HTML, JPG etc.) you need to use specialized backup and recovery
software.




Source server: The second way of data collection - using the
APPLICATIONHOST.CONFIG file

This way should be used only of there is no possibility to use the first way. For example, if the source server is
down.

It is a 1-stage way: Just copy APPLICATIONHOST.CONFIG file from the source server (or a backup copy)
to the destination server. This file can be found in C:\Windows\System32\inetsrv\config\ folder usually. This
file will be used by IEMT as a source data file.

Please note that SSL certificates and bindings for HTTPS parameters of web sites will not be migrated
if you use applicationHost.config file. If you need to migrate them you must use the Gathering Agent.

The command line version of the Gathering Agent
There is also a command line version of the Gathering Agent — gacmd.exe
Usage:
gacmd.exe [/f=path-to-agent.data] {/i | /s |/u | /n | la=y|n}
Command line switches:

/f - path and file name where the collected data should be saved. Default: [CURRENT-
FOLDER]\gagent.data

/i - get data from IIS service

/s - get SSL cert. assigned to websites along with corresponding root/chain cert.
/u - get Windows users and groups

n - get NTFS permissions for 1S websites and FTP accounts

/a - is this server connected to AciveDirectory or not. Possible values: y - Yes, n - No. Default: n

Destination server: The migration procedure

To start the migration you should have either gagent.data or applicationHost.config file. Please read above
how to get them.

Very Important Note: The IEMT does not copy any files (.html, .aspx, .php, etc.) from the source server
to the destination one! It does lots of useful things (creates the web sites and Windows users, sets the
ACL/NTFS permissions and so on), but it does not copy the files. So, please, use some other software to
copy the files first. It is possible to use WinZIP or WinRAR to zip the files/folders on the source server,
copy the archive by FTP and unzip/unrar it on the destination server. Then run the IEMT, it will create
the sites and set the permissions on those folders.

So, please, first copy the files (with any backup/restore software) then run the IEMT.




Important Note:

The IEMT does not install frameworks and applications to servers. It will not install ASP.NET, .NET,
PHP, ColdFusion, TomCat (Java) etc. So, if your websites need such frameworks, you should install them

yourself.
Also the IEMT does not update installed frameworks.

For example, if you have PHP 5 installed on your destination server but a migrated website needs PHP 7,
the IEMT will specify "PHP 7" handler in that website properties, but it will not install PHP 7 on your
server. You should install it yourself.

Copy the IEMT files to some folder on the destination server and start IEMT.

It is important to run the 11S Easy Migration Tool as Administrator. You must be logged on as a local
administrator or provide the credentials of a member of the local Administrators group.

You can log on as a domain administrator too. Usually it works. But it depends on your domain/server
settings and is not guaranteed. So, it is better to use a local admin account.

To run an application with a full administrator access token:

1. Locate the program icon or a shortcut in Windows Explorer.

2. Right-click the program icon or shortcut, and then click Run as administrator.
3. When the UAC message is displayed, do one of the following:

- If you are logged on as a standard user, or if UAC is configured to always require
credentials, enter the appropriate administrative credentials, and then click OK.

- If you are logged on as an administrator and UAC is not configured to always
require credentials, click Yes to start the application.

The program will detect the OS version and show it in the status bar.



Step 1

File  Help
1. Select source

1. Please select source file
File

® Gathering Agent data

) ApplicationHost.corfig

Source file: |

01.04.16 09:48:37 926 Loaded [113] schema file : machine .config

01.04.16 09:48:37.926 Loaded [3] schema file : C:\Windows'system32tinetsnv \confighechema \WebDAV_schema xml

01.04.16 09:48:37 926 Loaded [2] schema file : C:"\Windows"system32inetsrv \confighschemarscaesd xml

01.04.16 09:48:37 5926 Waming! Schema file not found: C:\Windowssystem 32%inetsncorfig schema‘rewrite_schema xml

01.04.16 09:48:37.526 Waming! Schema file not found: C:\Windowssystem 32%inetsnconfigtschema“NetFxd5 115 _schema_update zml
01.04.16 09:48:37 926 Waming! Schema file not found: C:\Windows system 32inetsn \corfig'schematMet Fxdl_II5_schema_update xml

<

<< Prev Next >> Start the migration

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] | x84 | ZANS\Administrator | 0:0:0

At the beginning the GA software analyzes all available configuration files of IIS and Microsoft .NET
Framework installed on the server. It may take a noticeable amount of time, but it is a necessary step for the
correct migration. It also allows using the new features of 11S and .NET Framework in full.

Select the data source type and click Select file ... button.



al IEMT == = |8

T L v ThisPC » DATA(D) » IEMT » v & | | search lEMT

Organize *  Mew folder

Mame

o logs

A tmp

D gal0.data

D gal0Ontfs.data

|| gal2.data
D gal2ntfs.data

B Desktop
j Administrator

18 This PC
,_‘-H Desktop
,_E Documents
j Downloads
,_ﬁ Music
H_ﬁ Pictures
[B videos
L, Local Disk (C)
—a DATA (D:)
BKP (E)
2 D Drive (F)

= FRemovable Disk (G:)
:‘E Libraries Tl <|

Mo preview available.

File name | gal2.data v ‘ | GA data file (*.data)

01.04.16 09:48:37 526 Loaded [113] schema file : machine config ~
01.04.16 09:48:37 526 Loaded [3] schema file : C\Windows'system 32%inetsrv configschema' Web DAV _schema xml

01.04.16 05:48:37 526 Loaded [2] schema file : C:\Windows' system 32%inetsnv confighschemarscaext xml

01.04.16 09:48:37 526 Waming! Schema file not found: C:\Windows\system32\inetsrv\confighschema'rewnte_schema xml

01.04 16 09:48:37 926 Waming! Schema file not found: C:\Windows system 32\inetsncorfigtschema'Net Fed5_[15_schema_update xml

01.04.16 09:48:37 926 Waming! Schema file not found: C:\Windows \system 32\inetsrv \corfighschema\MetFxd0_|IS_schema_update xml w

<] K

| << Prev H Next >> ‘ Start the migration ‘

|Windcmrs 2012 R2 [Microsoft Windows NT £,3,9600.0] | x64 | ZANS\Administrator | 0:0:0 _:5|

Select the data source file and click Open.



File  Help
1. Select source

1. Please select source file
File

(®) Gathering Agent data

() ApplicationHost config

Source file: | DMNEMT\ga12 data

01.04.16 09:48:37 526 Loaded [113] schema file : machine.config

01.04.16 09:48:37 526 Loaded [3] schema file ; C\Windows"system 32%inetsrv'\config schema Web DAY _schema xml

01.04.16 09:48:37 926 Loaded [Z] schema file : C:\Windows system 32%inetsrv\corfigschema'rscaext xml

01.04.16 09:48:37.526 Waming! Schema file not found: C:\Windows system 32\inetsn configschema®rewrte_schema xml

01.04 16 09:48:37 526 Waming! Schema file not found: C:\Windows'system32\inetsrv configschema NetFed5_I15_schema_update xml
01.04.16 09:48:37 526 Wamina! Schema file not found: C:\Windows'system32\inetsrv config schema MNetFed0_I15_schema_update xml

<]

1>

=< Prev Mext ==

Start the migration

Windows 2012 R2 [Microsoft Windows MT 6.3.9600.0] | x64 | ZANS\Administrator | 0:0:0

Click Parse button to start the source data analysis.




File  Help
1. Select source

1. Please select source file
File

(®) Gathering Agent data

) ApplicationHost corfig

Source file: | DAEMT\ga12 data

Parsing ...

File G& has been opened : DMNEMT ygal2 data
Found sites : 155

Found ftp accounts : 180

Found pools : 213

Found Windows users : 442

Found Windows groups : 21

Found S5L; 32

Found NTF5: 0

01.04.16 10:13:42.954 End GLUI list.

07.04.16 10:13:42.954 Fill_gui_lists] aui path list - done
01.04.16 10:13:42 539 Fill_gui_lists] gui IP list - done
01.04.16 10:13:42 539 Fill_gui_lists] gui groups - done
01.04.16 10:13:42 539 Fill_gui_lists] gui 55L's - done
01.04.16 10:13:42 523 Fill_gui_lists] qui pools - done

<

== Prey MNext >> Start the migration

Windows 2012 R2 [Microsoft Windows MT 6.3.9600.0] | x64 | ZANS\Administrator | 0:0:0

Once the parsing is finished you will see some stats. Click Next button to go to the next step.

IIS Security Scan

We noticed that some engineers use Administrator user (or other users from Administrators group) as an
anonymous user or Connect As user.

It is a potential security hole!

If the IEMT finds that Administrator user is specified in website or directory properties or as an anonymous
user account it shows the following dialog window and asks to make a choice.



a2 IEMT[Trial mode] = = =
File  Help

1. Select source

1. Please select source file
File

(®) Gathering Agent data

() ApplicationHost config

. | [ssectfie . | [ Parse
Filz GA has been of Parse...

Found sites : 4
Found ftp accounts [EMT found that [ADMIMISTRATOR] user is specified in website or directory properties or as

Found pools - 14 an anonymous user account We do notrecommend to use it It is a potential security hole!
Found Windows usg

Found Windows grof . . . . .
Found SSL - 45 g You can either specify the Administrator user password (to update itin IS configuration

Found NTFS : 3826)  settings) orthe IEMT will create a new user "IEMTAdmin" (a usual user outsite
"Administrators" group) to be used in website properties. Also you can ignore this warning, in
this case the [EMT will specify the Administrator user in the website properties, but without a
password, the website will show an error message, but you can update the password or
change the user manually later.

Enter Admin. password | | Create |EMTAdmin user | | lgnare this waming

06.03.17 11:45:49.125 SecurtyHoleAdmin: found [admin’s] in vdirs/sites - 31, ftp vdirs/sites - 0 ~
06.03.17 11:45:45.123 SecurityHoleAdmin: begin - search [admin’s] in vdirs.

06.03.17 11:45:49.119 End GUI list.

06.03.17 11:45:49.118 Fill_gui_lists] qgui path list - done

06.03.17 11:45:49 115 Fill_gui_lists] qgui P list - done

06.03.17 11:45:49.114 Fill_gui_lists] gui groups - done w
< >

Nexdt >>

Windows 2012 B2 [Microsoft Windows NT 6.3.9600.0] | x84 | ZAMS\Administrator | 115 8.5 | [Trial mode] | 0:0

You can either specify the Administrator user password (to update it in 1S configuration settings) or the IEMT
will create a new user IEMTAdmiIn (a usual user outside Administrators group) to be used in website
properties. Also you can ignore this warning, in this case the IEMT will specify the Administrator user in the
website properties, but without a password, the website will show an error message, but you can update the
password or change the user manually later.

e Enter Admin. Password — click this button if you want to specify the Administrator user password to
be saved in 1IS settings.

We do not recommend doing this! It is potential security hole!

e Create IEMTAdmin user — click this button if you want the IEMT to create a new user IEMTAdmIn
(a usual user outside Administrators group) to be used in website properties. This user will have Read
NTFS permissions only (not Write or Modify). Later you can manually change the permissions. Also
you can include IEMTAdmin user to Administrators group manually, but we do not recommend to do
that!

e Ignore this warning — click this button to ignore this warning. The IEMT will copy the configuration
from the source server “as is”. The Administrator user will be specified in appropriate website(s)



properties without a password. The website(s) will show error messages, so you should fix it manually
later by assigning some other user (or specifying Administrator user password).

Step 2
This step is for the migration process settings and fine tuning.
o4

File  Help
2. Migration options

2. Please select migration options
1S host | Create | Security I Replace I Poaols I Groups |

[] Migrate all the Defaults data (site Defautts, vitualDirectoryDefautts etc.)
CAUTION! This may affect existing websites on the destination server!

Compare the source and destination server settings (using GA data) and show the differences

Source Destination
/7

There are several tabs allowing to set/select/tune multiple parameters:

e |IS host (server level 1S settings),

e Create (entities to be created on the destination server),
e Security (1S security related settings),

e Replace (to change paths, IP addresses, etc.),

e Pools (Application pools related settings),

e Groups (Windows user groups related settings).

Step 2. 1IS host tab

1S host tab:

Turn on Migrate all the Defaults data ... check box if you wish to migrate server level 1IS Defaults settings
(siteDefaults, virtualDirectoryDefaults etc.).

CAUTION! This may affect existing websites on the destination server!

Turn on Compare the source and destination server settings (using GA data) and show the differences c
checkbox and the IEMT will show you the differences between the source and destination server settings before
the migration starts. So, you can change your mind.



| - | O
File  Help
2. Migration options

2. Please select migration options
1S host |Create I Securiy I Replace I Pools I Groups |

[] Migrate all the Defaults data (siteDefaults, vitual DirectoryDefaults etc.)
CAUTION! This may affect existing websites on the destination server!
Compare the source and destination server settings (using GA data) and show the differences 38

Destinatiqlr Difference ~
value=index php /not found

system web Server/fastCgi/application
Attr not found

system web Server/default Document files/add

fullPath=C-"Program Files

(xB6)\PHP" php-cgi exe activity Timeout=600 request Timeout =600 instance MaxRequests=10000 File or path ot found: C:\Program Files (<86]\PHP\php-cgl.exe

system web Server/fastCgi/application/environment Vanables./environment Variable i
name=PHP_FCGI_MAX_REQUESTS value=10000 / /[”- S ok e

system web Server/fastCgi/application/environment Vanables./environment Variable o 1
name=PHPRC.value=C:\Program Files §<86)\PHP' n henno o

system web Server/globalModules.add preCondition=app PoolName=5harePoint Central Administration v4;

name=5harePoint 14Module image=C:"Program Files'Common Files'\Microsoft Shared'Web Server |nal jon: not equal attrs. intranet 80
Extensions"14\isapi\owssvr.dll preCondition=app PoolName=5Share Point Central Administration Ext:

system web Server/hittpLogging
dontLog=false \ \em not found

system web Server/isapiFitters fitter \ \ot found File or path not found

name=~ASP Net_2 0_for_V1.1 path="windir®\Microsoft NET"Framework'w2.0.5072 7 \aspnet_filter.di “owindirz\Microsaft NET\Framework'w2 0.5072 T aspnet_iter dl

system web Server/sscurity/authentication./‘windows Authentication
enabled=true

system web Server/security/isapiCgiRestriction/add 51.'5tem.WebSenrxA \q groupld=ASP NET v4.0.30315 (32-bit)

ound

path=C\Windows"\Microsoft. NET Frameworkw4.0.30315 aspnet_isapi dll allowed=true, groupld=AS| path=C: " Window: description=ASP NET v4.0.30315 (32-bit)
v4.0.30315 (32-bit) description=ASP.NET v4.0.30313 (32-bit) v4.0.30319 descri

system web Server/security/isapiCaiRestriction/add system.webSenrerf%)\ \ groupld=ASP NET v4.0.30315 {32-it)
i

path=C:\Windows"\Microsoft. NET"Framewor64'w4.0.30315 aspnet_isapi dll allowed=true groupld=/ path=C:\Windows" description=ASP NET v4.0.30315 (32-bit)
v4.0.30315 (32-bit) description=ASP.NET v4.0.30313 (32-bit) v4.0.30315 descript

system web Server/staticContent/mimeMap >

file Extension=.323 mime Type=text/h 323

system web Server/staticContent/mimeMap / / e

<[ / [ >

05.04.17 14:17:40.615 SecurityHoleAdmin: end - search [admin’s] in vdirs. ~

05.04.17 14:17:40.614 SecurityHole Admin: found [admin’s] in vdirs./sites - 0, ftp vdirs./sites - 0 |E|

05.04.17 14:17:40 605 SecurityHoleAdmin: begin - search [admin’s] in vdirs.

05.04.17 14:17:40.605 End GUI list.

05.04.17 14:17:40.604 Fill _gui_lists] gui AD users - done

05.04.17 14:17:40 558 Fill_gui_lists] gui path list - done

05.04.17 14:17:40.595 fill_gui_lists]  gui IP list - done

05.04.17 14:17:40.553 Fill_gui_lists] qgui groups - done

05.04.17 14:17:40.587 Fill _gui_lists] gui 550 - done

05.04.17 14:17:40 586 Fill_gui_lists] gui pools - done w
< >
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In the comparison table you can see the difference of the I1S settings between the source and destination server.
Please pay attention to this list.

This list contains the server level settings only, not website (web application, virt. dir.) level!

The IEMT shows all the differences it founds, but some of them may be inessential. For example, default
application pool names may be different, but it does not affect 11S work. Also some MIME types (for example,
video/x-msvideo and video/avi) may look different, but work the same way. Use this comparison list as a guide,
but make your own decisions based on your qualification.

The IEMT compares the server level settings of 11S and checks if appropriate files exist on the destination
server. But the IEMT does not install frameworks and other software. It will not install ASP.NET, .NET,
PHP, ColdFusion, TomCat (Java) etc. So, if your websites need such frameworks, you should install them
yourself.




Step 2. Create tab

File Help

2. Migration options

2. Please select migration options
Create | Securty | Replace | Pools | Groups |

Create
[v] Web sites ["] Update exists ["] Update Web.Config
[w] Applications pools [] Enable 32-bit applications [ ] Use Integrated mode [ ] Update exists

[v] FTP logins (serversjon host [_| Update exists
[¥] Windows user groups
[v] SSL cetificates [] Import available root certificates

Common NTFS pemissions
[] set Write permissions for anonymous account

[] set Write permissions for NETWORK SERVICES account {necessary for ASP.NET)
[w] set Write pemmissions for FTP logins
[] set Write permissions for application pool account

Except site folders
::g_bin = |—|Dda‘
aspnet_client v

01.04.16 10:13:42.954 End GUI list. [A]
01.04.16 10:13:42.954 ill_gui_lists] qui path list - done

01.04.16 10:13:42.939 Fill_gui_lists] qui IP list - done ‘
01.04.16 10:13:42.939 Fill_gui_lists] qui groups - done ‘
01.04.16 10:13:42.939 Fill_gui_lists] qui SSL's - done | -
01 0416101342 923 fill_qui_lists] qui pools - done gVi
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Create tab:

e Should IEMT create web sites?
e Should IEMT create application pools?
e Should IEMT create FTP accounts?

e Should IEMT create Windows users (and groups)? This option is only available when Gathering Agent
data is used.

e Should IEMT migrate SSL certificates? This option is only available when Gathering Agent data is
used.



Additional options for fine tuning:

Update existing — If this option is off: if some object (website, app pool, FTP account etc.) already
exists on the destination server it will be removed and then recreated from scratch with the properties
taken from the source server. If this option is on: if some object already exists on the destination server
its properties will be updated according to the data from the source server with an “overwrite” rule. If
the object does not have some property it will be added. If it has some new property (missing on the
source server) this property stays the same.

Upgate Web.Config — IMPORTANT! This option allows to create or update web.config files of the
migrated (or recovered) websites! If this option is off: The IEMT ignores data of web.config files
collected on the source server.

Enable 32-bit applications — enable (force) 32-bit mode in migrated application pools.
Use Integrated mode — enable (force) Integrated mode in migrated application pools.

Import available root certificates — install available root SSL certificates to the destination server
store.

NTFS part allows to select the permissions for site and FTP folders. Also you can set Write permissions
for Application Pool account if Application Pool Identities security model was selected on Security
tab.

In Except site folders list you can select those folders that should not be created. The Default button
resets the list.



Step 2. Security tab

The Security tab helps to improve the server security by using the modern “Application Pool Identities”
security model.

o IEMT — -

File  Help

2. Migration options

2. Please select migration options
Create | Securty | Replace | Pools | Groups |

[] Use the "Application Pool Identities™ security model.

We highly recommend using this mode if you migrate to Windows 2008 R2 (2008 S5F1) or higher. This mode is more secure that using the NETWORK SERVICE
identity or anormymous users for application pools.

If you check this checkbox the 15 Easy Migration Tool will create a dedicated application pool for each website and will set appropriate NTFS pemissions. The
pools will use "Application Pool ldentities™ security model.

More infa:

Enable 32-bit applications far pool Set the app pool name equal to the appropriate website name
lze Integrated mode Set the numbered application pool names: Prefo_Mumber. For example: iemt_1, iemt_2, ...
071.04.16 10:13:42.954 End GUI list. A

07.04.16 10:13:42.554 Fill_gui_lists] qui path list - done

071.04.16 10:13:42 539 Fill_gui_lists] qgui P list - done

071.04.16 10:13:42 539 Fill_gui_lists] qgui groups - done

071.04.16 10:13:42 535 Fill_gui_lists] gui 550 - done

07.04.16 10:13:42 523 fill_qui_lists] qui pools - done W
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Note! The Security and Pools tabs are mutually exclusive. If you use one of them, another one will be
disabled automatically.

If you enable the “Application Pool Identities” security model the IEMT will create a dedicated application
pool for each web site and application. You can tune the dedicated pools properties with the Options group:

Set the app pool name equal to the appropriate website name — the dedicated pool name will be the same
as the site name. E.g. “MyFunnySite.com” website will be placed to a new dedicated pool named
“MyFunnySite.com”. If the pool with that name already exists, the site will be placed to that existing pool. For
virtual directories the pool name contains the site name and the dir name separated by dash. E.g.
“MyFunnySite.com/images” virtual directory will have “MyFunnySite.com-images” dedicated pool.



Set the numbered application pool names — the new pool names will begin with a word specified in the
Prefix field and end with a unique number (GUID). For example, if you set the Prefix: NewPools, one of the
pool names can be NewPools_19195a5b6da011d0afd300c04fd930c9

Enable 32-bit applications for pool — turn this on if you wish to allow 32-bit applications in these pools.

Use Integrated mode — enable “Integrated” .NET Framework mode. The default mode is “Classic”.

Step 2. Replace tab

File  Help
2. Migration options

2. Please select migration options

Replace |Pools | Groups

[] Replace IP address with

Old IP Mew P
4

17436143157
10.28.95.93
64.31.58.140
64.31.58.151
64.31.58.150

[] Change default document
(® Replace with () Add documerts

[] Replace physical path
Old path

Ygystemdrive L inetpub wwwroot

c\program files {<86)"asp net starter kitshasp net ..

¢ hinetpub®phpmyadmin-3.5.1-alHanguages

c\awstats wwwroot

01.04.16 10:13:42.954 End G| list.

01.04.16 10:13:42.554 Fill_gui_lists] gui path list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui IF list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui groups - done
01.04.16 10:13:42.939 Fill_gui_lists] gui S50 - done
01.04.16 10:13:42 523 Fill_gui_lists] qgui poals - done

(<] 2]
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Replace tab is for several different replacement options:

IEMT can replace old IP addresses (in the IS sites properties, host headers, ...) with the new ones. At this tab
you can see the list of the old IP addresses found in GA data (or applicationHost.config). Specify the new IP
addresses if needed.

The Default Documents can also be changed. Use a comma to separate the document names.

The site Physical path can also be changed.



The Physical path will be replaced only if the New path filed is not empty. The regular expressions in the
NET Framework style can be used in the Old path field. More info about the regular expressions:
https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

Step 2. Pools tab

File  Help
2. Migration options

2. Please select migration options
| Creste | Security | Hepiac&| Pools |Emups |

[] Assign dedicated pools to the sttes. (The pools will also be renamed according to the nules specfied at "Options" section.)
Ciptions
[] Enable 32bit applications for pool
[ Use Integrated mode

(® Set the app pool name equal to the appropriate website name

() Set the numbered application pool names: Prefic_Mumber. For example; iemt_1, iemt_2, ...
Prefie

01.04.16 10:13:42 954 End GUI list .

01.04.16 10:13:42 554 Fill_qui_lists] gui path list - done
01.04.16 10:13:42.535 Fill_qui_lists] gui IP list - done
01.04.16 10:13:42.535 Fill_gui_lists] gui groups - done
071.04.16 10:13:42.935 Fill_qui_lists] qui S5L% - done
071.04.16 10:13:42.923 Fill_qui_lists] qui pools - done

<
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With the controls of the Pools tab you can create dedicated application pools for each web site (and virtual
directory).

To enable the Pools tab you can turn off Use the Application Pool Identities checkbox on Security
tab. These tabs are mutually exclusive.

The fields/controls on this tab are similar to the ones on the Security tab. Look at the Security tab description
for more info, please.


https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

Step 2. Groups tab
o

File  Help
2. Migration options |

2. Please select migration options

| Create I Security | Replace I Pools | Groups |

Windows groups for
Web accounts

[I5_IUSRS

FTP accounts

|— NONE —

Create group

Group name |

Diescription |

01.04.76 10:13:42.954 End GUI list.
01.04.76 10:13:42.954 Fill_qui_lists]
01.04.16 10:13:42.339 Fil_gui_lists]
01.04.16 10:13:42.339 Fil_gui_lists]
01.04.76 10:13:42.939 Fil_qui_lists]
01.04.76 10:13:42.923 Fil_qui_lists]

gui path list - done
qgui IP list - done
qgui groups - done
gui 55L's - done
gui pools - done

<
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Groups tab is for selecting of groups for FTP accounts and anonymous web users. It is also possible to create a
Windows group directly from this tab, just use Create button after specifying the group name.

Click Next button to go to the next step.

Now you can select the web sites to be migrated. If you need them all, just click Select all button.



Step 3

o IEMT - [a =]

File  Help

3. Select sites

3. Please select sites for migration

Stes  (159) Filter v||
Site Apps  Dirs ASP.MET Pool S50 Headers ~
] adei3 1 1] v2.0 ASP.NET V2.0 £4.31.58

] abreystudi 4 1] v2.0 AspZphl £4.31.58
] admin toych 1 0 v2.0 SessionPool £4.31.58.
] advokatl 1 0 vd.0 Default AppPool £4.31.58.
] afftd 5 1] v2.0 DefPp28 £4.31.58.
] aliartay 1 0 v2.0 SessionPool-ASP-2.0 £4.31.58.
[ apollo-netw 4 1] v2.0 ASP.MET V2.0 £4.31.58°
] apps handb 1 0 w20 ASP NET 2.0 (Classic) £4.3158 -

| Selectal | | Deselectal | Site info: ALT + LEFT MOUSE BUTTON | Addtomigwtion st |
Sites for migration () | Lol it |
Site Apps Dirs ASP.MET Pool SSL Headers

01.04.16 10:13:42 554 End GUI list.

01.04.16 10:13:42 554 fill_gui_lists] qgui path list - done
01.04.16 10:13:42 535 fill_gui_lists] gui IP list - done
01.04.16 10:13:42 539 Fill_gui_lists] qui groups - done
07.04.16 10:13:42 535 fill_gui_lists] gui S5L% - done
07.04.16 10:13:42 523 Fill_gui_lists] qgui pools - done
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Select a site or several sites and click Add to migration list button. Repeat this as many times as you need. Use

Filter fields to find sites by different criteria.

The regular expressions in the .NET Framework style can be used in the Filter field. More info about the
regular expressions: https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

ALT + LEFT MOUSE BUTTON CLICK combination allows to get the extended information about any

website in the list.

Please note that IEMT will add all the application pools assigned to the selected sites to the migration list

automatically.

Before going to the next step, think if all is selected correctly. If not, you can click Clear migration list and

repeat the steps again.

Click Next button to go to the next step.


https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

Step 4

Eile  Help

4, Select FTP logins

4_Please select FTP logins for migration
Target FTP server |FTP IIS7[21]

Flrter| v||

) FTP servers ® FTF logins

1)/ 180

Login

[ 130n41k

[] =aron

[] MbreyFamityAccess
[] Adam

[] adminAbreyStudios
[ AdminIT

[] Aggarwal

Path

C:\WebSites D
CWebSites\SF
CWebSites'\Ab
o websites ' AM
CiWebStes A
CAWebSies'G:
CWebSites'\Ac

Server

FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.

| Selectal | | Deselectal

FTP logins for migration (0}

Login Path

01.04.16 10:13:42.954 End GUI lst.
01.04.16 10:13:42.954 fill_qui_lists]
01.04.16 10:13:42.939 fil_qui_lists]
01.04.16 10:13:42.939 Fil_qui_lists]
01.04.16 10:13:42.939 fill_qui_lists]
01.04.16 10:13:42.923 Fill_qui_lists]

gui path list - done
gui IP list - done
gui groups - done
qui S5L%s - done
gui pools - done

<]
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a5 IEMT == -

File  Help
4. Select FTF logins |
4. Please select FTP logins for migration

(®) FTF servers () FTP logins FTP ST [:21]
(1) # 180 Fitter | w | |
=NE FTF (5431 21:#] "

-] Weizenauer [CAW
-] Wries (C:\WebSites
[ viraj (C:"WebSites®
- Jvidya {C:\WebSite:
-[tendemock C:\We
-] Tallent {C:\WebSit
-] Stotskii {C:\Web5it

vl omirmimn 7 U b Ca e e s i e = ser s e e e s

A

| Selectal | | Desslectal | | Add to migration list |

| Clear migration list |

FTP logins for migration  (0)
Login Path Server

01.04.16 10:12:42 554 End GUI list. ~
01.04.16 10:13:42 554 Fill _gui_lists] gui path list - done

01.04.16 10:13:42.535 Fill_gui_lists] qui IP list - done

01.04.16 10:13:42.939 Fill _gui_lists] gui groups - done

01.04.16 10:13:42 539 Fill _gui_lists] gui 55L's - done

01.04.16 10:13:42 523 Fill_gui_lists] gui pools - done w

< >
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Select FTP logins tab is for FTP accounts and FTP servers migration. It is similar to the steps 9 to 10, just
select the accounts (and/or servers) and add them to the migration list by using the checkboxes, filters and Add
to migration list button.

To migrate FTP accounts to an existing FTP server select FTP logins option and then select the destination
FTP server name in Target FTP server list. Then click Add to migration list button.

To migrate a FTP server along with all (or some) of its FTP accounts, select FTP servers option. Then select
desired FTP logins in the tree (see the screenshot above). Then click Add to migration list button.

Click Next button to go to the next step.



Step 5

o IEMT
Eile  Help

5. Select pools

5. Please select pools for migration

Application pools 213 Fitter b | |
Pool Identity Fipeline ASP MNET  Status A
[] 1057 MetworlcService Classic w20 Started
[T] administration jpslr= w20 {Classic) Specificl)ser Classic w20 Started
[] administration ipsl+e v2.0 (Integrated) Specificlser Integrated vZz0 Started
[] administration ipsl+e wd. 0 {Classic) Specificllser Classic vd. 0 Started
[] administration ipsl+e vd 0 {Integrated) Specificlser Integrated vd 0 Started
[] aliantz v2.0 {Classic) Specificlser Classic w20 Started
[] aliantz v2.0 {Integrated) Specificl)ser Integrated w20 Started
[7] aliantz vd. [ {Classic) Specificlser Classic vd.0 Started -
| Selectal || Deselectal | | Addto migration list |
Application pools for migration  (0) | Sl |
Pool Identity Fipeline ASP.MET  Status

01.04.16 10:13:42.954 End GUI ligt.

07.04.716 10:13:42.954 fill_gui_lists] gui path list - done
01.04.16 10:13:42 535 Fill_gui_lists] qgui IP list - done
01.04.16 10:13:42.5935 Fill_gui_lists] gui groups - done
01.04.16 10:13:42.535 Fill_gui_lists] gui 550 - done
01.04.16 10:13:42 523 Fill_gui_lists] gui pools - done

£
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Select pools tab is for Application Pools migration. It is similar to the steps 9 to 10, just select the pools and
add them to the migration list by using the checkboxes, filters and Add to migration list button.

Click Next button to go to the next step.

IEMT detects the .NET framework version for each pool automatically at the sites selection step.

Some of the pools will be added to the migration list automatically. These pools are assigned to the sites
you selected at the previous steps. So, they cannot be removed from the list directly. To remove such a
pool you need to go back to the sites selection step and remove the associated site from the migration list.




Step 6

o

Eile Help

6. 551 certfficates
6. Please select SSL certificates for migration

Sites with S5L

Site IP Port Headers

[]securet - 64.3158.. 443

[ selahbon 643158 443

[] shaolin. 43158, 443

[] splatanir 64.3158.. 443

[] wastenc 64.3158.. 443

Selectal | | Desslectal | S5L cett. view: ALT + LEFT MOUSE BUTTON | Add to migration list |

Sites with SSL for migration  (0) | Clearmigrationist |

Site IP Port Headers
01.04.16 10:13:42 554 End GUI list. ~
01.04.16 10:13:42 954 Fill_gui_lists] gui path list - done I:‘
01.04.16 10:13:42.935 fill_qui_lists] gui IP list - done
01.04.16 10:13:42.933 Fill_gui_lists] gui groups - done
01.04.16 10:13:42 535 Fill_gui_lists] gui 550 - done
01.04.16 10:13:42 923 Fill_qui_lists] gui poals - done W
< >
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SSL certificates tab is for SSL certificates migration.

ALT + LEFT MOUSE BUTTON CLICK combination allows to get the extended information about any SSL
certificate in the list.

This step is available only if Gathering Agent was used for source data collection.

Click Next button to go to the next step.



Step 7

File  Help
7. Windows groups

7. Please select Windows groups for migration
Groups (21}

Administrators [users: 6]

Backup Operators [users: 0]

Certificate Service DCOM Access [users: 0]

Cryptographic Operators [users: ]

Digtributed COM Users [users: 0]

Event LDE Readers [users: Dl

[I5_IUSRS [users: 77]
Metwork Configuration Operators [users: 0]

Users (1} Fitter |

[] Guest

| Selectal | | Deselectal

Groups and users for migration (D) ! (0

071.04.16 10:13:42.954 End GUI list.

01.04.16 10:13:42 954 fill_gui_lists] gui path list - done
01.04.16 10:13:42 933 fill_gui_lists] gui IP list - done
01.04.16 10:13:42 933 fill_gui_lists] gui groups - done
01.04.16 10:13:42 933 fill_gui_lists] gui 55L's - done
07.04.16 10:13:42.923 Fill_gui_lists] qui pools - done

[<] B
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Windows groups tab is for Windows users and groups migration.

This step is available only if Gathering Agent was used for source data collection.

Click Next button to go to the next step.



Step 8

File  Help
8. 1I5: ActiveDirectory users |

There are Active Directory (AD) users in website properties. You can either use AD users or allow the IEMT to replace them with
local Windows users._ If you want to use an AD user you can either specify its password or replace it with another AD user by
specifying another user name, domain and password. If you specify any passwords here you have to click "Verify with AD"
button.

MNote: If youwill click "Convertto local users" button below, but later change your mind, you can not just click "Prev” button to return to this step
end make other choice. You must restart the IEMT and re-parse the data file, then you can make other choice.

QLD user Domain |Jzer Pasz=word Message
ASTIB \service account ASTIB service account
ASTIB \sharepairt_apl ASTIB sharepoirt_apl

astib“horizon astib harizon

Verify with AD Convert to local users

03.04 17 15:58:12 660 SecurityHoleAdmin: end - search [admin’s] in vdirs.

03.04 17 19:58:12 655 SecurtyHoleAdmin: found [admin's] in vdirs/sites - 0, ftp vdirs/sites - 0
0:3.04.17 19:58:12 655 SecurityHoleAdmin: begin - search [admin's] in wdirs.

03.04.17 19:58:12.651 End GUI list.

03.04.17 19:58:12 650 Fill _gui_lists] gui AD users - done

03.04.17 19:58:12.643 Fill_gui_lists] qui path list - done

i<l E
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In most cases the IEMT cannot create Active Directory (AD) users, because it works as a local Administrator,
but usually the local Administrator does not have enough permission to create AD users (due to security

policies).

If there are Active Directory users in website (or other 11S object) properties the IEMT will show the list of
those AD users.

You can either use Active Directory users or allow the IEMT to replace them with local Windows users. If you
want to use an AD user you can either specify its password or replace it with another AD user by specifying

another user name, domain and password.

If you specify any passwords here you have to click Verify with AD button.

Note: The AD users must exist on the destination server and you have to specify their correct passwords.
Otherwise the migrated websites will show 401 (or other similar) errors. The AD policy should allow
those AD users to access website directories on the destination server, otherwise you’ll get NTFS

permission related errors.




Click Convert to local users if you want to replace Active Directory users with local Windows ones. The
IEMT will create new local Windows users with strong random passwords. At the end of the migration you can
find the user list (along with the passwords) in USERS-NUM.txt file (where “NUM” is some number).

Note: If you will click Convert to local users button, but later change your mind, you cannot just click
Prev button to return to this step end make other choice. You must restart the IEMT and re-parse the data
file, then you can make other choice.

Click Next button to go to the next step.

Step 9

File  Help

Migration progress

General process

ltem

Date and Time

01.04.16 10:13:42.954 End GUI list.

07.04.16 10:13:42.954 Fill_gui_lists] gui path list - done
07.04.16 10:13:42.939 Fill_gui_lists] qui IP list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui groups - done
01.04.16 10:13:42 539 Fill_gui_lists] gui 55L's - done
01.04.16 10:13:42 523 Fill_gui_lists] qgui pools - done

<]

<< Prev Next >>

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] | x64 | ZANS\Administrator | 0:0:0

The final step. You are about to start the migration process. But before you click the Start the migration
button you have a chance to go back (using the Prev button) to change the settings. If all is fine with the
settings, click Start the migration button.



It is possible to stop the migration process at any moment by Stop button. But in this case there is a
possibility that some things will be wrong. Currently we know only one type of error cause by the
migration break (the password of an anonymous user does not match the password specified in the web
site properties), but there may be other errors too, unfortunately. So, it is not recommended to stop the
migration process.

Eile  Help
Migration

Migration progress

Greiocss
e e

Date and Time Message

071.04.2016 11:33:17 Found (migration list) users for FTP: 0

01.04.2016 11:33:17 Found {directories) in sites, ftp servers, etc: 1

071.04.2016 11:33:17 Dir [C:"AweStats wwwroot] has been created for [WebSite]
071.04.2016 11:33:17 Found (pools)in migrations list: 1

071.04.2016 11:33:18 succeed Pool has been created [AwStats, v2.0, ApplicationPoolldentity]
071.04.2016 11:33:18 succeed Found {websites) in migrations list: 1

01.04 2016 11:33:18 i i migration Site: AwStats

01.04.2016 11:33:18 i i Site: AwStats

01.04.2016 11:33:19 succeed Site has been created [AwStats AwStats v2.0]
071.04.2016 11:33:15 i succeed Site has been updated: AwStats AwStats.v2 0
01.04.2016 11:33:19 i... | succeed Added. Location: AwStats/aspnet_client. Metainfo:
01.04.2016 11:33:19 i migration Site: AwStats

01.04.2016 11:33:19 succeed Found (groups) in migrations list: 0

071.04.2016 11:33:15 succeed Found (users)in migrations list: 0

07.04.2016 11:33:19 succeed Found (users-groups) in migrations list: 0

071.04.2016 11:33:20 succeed Found metairfo in 15 for ntfs: 7

oG I B Tt I a1 s e T Y I all il o Foal N 3 L o, o

01.04.16 11:33:16.172 Mig: Main action. [migprepare succeed, Done]
01.04.16 11:33:16.10% Mig: Start. [migration succeed,Ok]

01.04.16 10:13:42.954 End GUI list.

01.04.16 10:13:42.954 Fill_qui_lists] qui path list - done

01.04.16 10:13:42.939 fill_qui_lists] qui P list - done

01.04.16 10:13:42 535 fill_qui_lists] qgui groups - done

£

<< Prev Nex >> Start the migration

Windows 2012 R2 [Microseft Windows NT £.3.9600.0] | x84 | ZANS\Administrator | 0:0:0

At the end of the migration process 1S Easy Migration Tool creates NUM-USERS-PWD.TXT file (where
“NUM” is some number) and saves all the passwords of the newly created users in the following format:

[User type] User_name Password



The IEMT Remote Connection function

Description and prerequirements

The IEMT can connect to the destination server remotely. It is a very useful function, especially for the
migration to the Server Core versions of Windows. And it is useful for any version of Windows if you have
multiple servers to migrate. You do not need to install the IEMT to all servers. It is enough to install it to a
single one (let's call it the "central server") and migrate 11S from multiple source servers to multiple destination
servers. (Please note that you still need to run the Gathering Agent on each of the source servers to get their
data.)

To be able to work remotely it needs the following Windows services to be running on the destination server:
Server, Workstation, Windows Management Instrumentation (WMI). And File Sharing has to be enabled.
Also the firewalls should not block the ports of those services: 135, 137, 139, 445. So, before using the remote
IEMT connection you should check that:

Those 3 Windows services are up and running on the destination server.

The Startup Type of those 3 Windows services is Automatic.

File Sharing is enabled.

The destination server firewall has appropriate inbound rules for those 4 ports. They are open by default
when you install Windows, but you could close them for security reasons. So, double check they are
open before the migration, please.

Hw e

Note: Once you finish the 1S migration you can turn off some of those services and/or close the ports for
security reasons. For example, disable File Sharing if you do not use it. But you need them running and
open during the migration.



File Sharing can be enabled in NIC properties:

Metworlding

Connect using:
E Microsoft Hyper-V Network Adapter

This connection uses the following items:

% Client for Microsoft Networks
File and Printer Sharing for Microsoft Metwors
=) Q05 Packet Scheduler
[ & Microsoft Networs Adapter Muttiplexor Protocol
i Link-Layer Topology Discovery Mapper 140 Driver
<. |ink-Layer Topology Discovery Responder
- |ntemet Protocal Version 6 (TCP/IPvE)
i |ntemet Protocal Version 4 (TCP/IPv4)

Install... | | Uninstall | | Properties

Description

Allows other computers to access resources on your computer
using a Microsoft networl.




The WMI Windows service in running state with Automatic Startup Type (Server and Workstation services
should have the same settings and state):

%

Computer Management

File Action View Help
L] va q = m i
=l S =
A F!Ior;p:tlterﬁanlagement (Local . Services
“ [rl: é ;::k :coh:duler Windows Management MName - Description Status Startup Type Log On As
b @ EventVi Instrumentation £ 50L Server VS5 Writer Provides th... Disabled Local Syste...
vent Viewer
b 53] Shared Folders ) .. S5DP Discovery Discovers n... Disabled Local Service
b i Local Users and Groups gt—CEtP;: senice ‘. Storage Tiers Management Optimizes t... Manual Local Syste...
- ause the service L . -
p (%) Performance Restart the service L Superfetch Maintains a.. Running  Automatic Local Syste...
:Ea Device Manager . System Event Motification Service Monitors sy..  Running  Automatic Local Syste...
4 3 Storage Descrintion: .. System Events Broker Coordinates.. Running  Automatic (T.. Local Syste..
b J&, Windows Server Backug, Pro\.ridpes 2 clommon interface and . Task Scheduler Enables aus.. Running Automatic Local Syste...
=7 Disk Management object model to access management L5 TCR/IP MetBIOS Helper Provides su.. Running  Automatic (T.. Local Service
4 :ﬂ:;} Services and Applications || information about operating systern, 5 TeamViewer 12 TeamViewe.. Running  Automatic Local Syste...
i WY Internet Information Sei dhe_\-rlces,.appllcatlonsdand services. If 7% Telephony Provides Tel.. Running  Manual MNetwork 5...
I @ Routing and Rermote Ac tn\r:;;Ezv\rl:-eblass:tdofgfet\.\;a:?\:till ot L Themes Provides us... Running  Automatic Local Syste...
4 Services function properly. If this service is . Thread Ordering Server Provides or... Manual Local Service
i WMI Control disabled, any services that explicitly £, UPnP Device Host Allows UPn... Disabled Local Service
b kg SQL Server Configuratic| | depend on it wil fail to start. . User Access Logging Service This service ... Running  Automatic (D... Local Syste...
b (8 SOL Server Configuratic . User Profile Service This service .. Running  Automatic Local Syste...
L Virtual Disk Provides m... Manual Local Syste...
% Volume Shadow Copy Manages an... Manual Local Syste...
£ W3C Logging Service Provides W... Manual Local Syste...
. Web Management Service The Web M... Manual Local Service
L6 Windows Audio Manages au.. Running  Automatic Local Service
% Windows Audio Endpoint Builder Manages au... Running  Manual Local Syste...
L Windows Color System The WesPlu... Manual Local Service
L Windows Connection Manager Makes auto... Running  Automatic (T.. Local Service
. Windows Driver Foundation - User-mode Driver Frame... Creates and... Running  Manual (Trig... Local Syste...
L Windows Encryption Provider Host Service Windows E... Manual (Trig... Local Service
. Windows Error Reporting Service Allows error... Manual (Trig... Local Syste...
£ Windows Event Collector This service ... Manual MNetwork 5...
L Windows Event Log This service ... Running  Automatic Local Service
L Windows Firewall Windows Fi... Running  Automatic Local Service
L Windows Font Cache Service Optimizes p... Running  Automatic Local Service
Adds, modi... Manual Local Syste...

L Windows Installer

ndows Management Instrumentation

Running  Automatic

T VTGO TG aUTES THetaner
. Windows Presentation Foundation Font Cache 3.0.0.0
L. Windows Process Activation Service
% Windows Remote Management (W5-Management)
L Windows Store Service (WS5ervice)

L6 Windows Time

L Windows Update

55 WinHTTP Web Proxy Auto-Discovery Service
L Wired AutoConfig

L5 WMI Performance Adapter

. Workstation

ToTamaar Cocar Syete...
Optimizes p... Manual Local Service
The Windo...  Running  Manual Local Syste...
Windows R... Manual MNetwork 5...
Provides inf... Manual (Trig... Local Syste...
Maintains d... Manual (Trig... Local Service
Enables the ... Manual (Trig... Local Syste...
WinHTTP i... Manual Local Service
The Wired ... Manual Local Syste...
Provides pe.. Running  Automatic Local Syste...
Creates and...  Running  Automatic Metwork 5...



Windows Firewall rules for File Sharing:

File Acticn  View Help

= 77 = HE

i Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
¥ Connection Security Rules
r B Monitoring

£ m >

Inbound Rules

Mame
Iﬁl(:::hrva Metworking - Teredo (UDP-In)
@Core Metworking - Time Exceeded (ICMP...
. Distributed Transaction Coordinator (RPC)
. Distributed Transaction Coordinator (RP...
. Distributed Transaction Coordinator (TC...
.File and Printer Sharing (Echo Request - L.,
.File and Printer Sharing (Echo Request - 1.
.File and Printer Sharing (LLMMNR-UDP-1n)
. File and Printer Sharing (NE-Datagram-In)

J ;File and Printer Sharing (NB-MName-In}

+ ;File and Printer Sharing (NB-Session-In)

+ :File and Printer Sharing (SMB-In)
.File and Printer Sharing (Spooler Service -...
.File and Printer Sharing (Spooler Service -...
.File and Printer Sharing over SMEDirect (...
@ FTP Server (FTP Traffic-In)
lﬁl FTP Server Passive (FTP Passive Traffic-In)
@ FTP Server Secure (FTP 55L Traffic-In)
@ isCsl Service (TCP-In)
.Key Management Service (TCP-In)
.Netlogon Service (NP-In)
. Metlogon Service Authz (RPC)
. Metwork Discovery (LLMMNR-UDP-In)
. Metwork Discovery (MB-Datagram-In)
. Metwork Discovery (MB-Mame-In)
@ Network Discovery (Pub-WSD-In)
@ Network Discovery (SSDP-In)
. Metwork Discovery (UPRP-In)
. Metwork Discovery (W5D Events-In)

Y

Group
Core Metworking

Core Metworking

Distributed Transaction Coo..,
Distributed Transaction Coo..,
Distributed Transaction Coo...
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing

File and Printer Sharing owver..,
FTP Server

FTP Server

FTP Server

i5C51 Service

Key Management Service
Metlogon Service

Metlogon Service

MNetwork Discovery

Metwork Discovery

MNetwork Discovery

Metwork Discovery

Metwork Discovery

Metwork Discovery

Metwork Discovery

Profile
All
All
All
All
All
All
All
All

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

A

Enabled
Yes
Yes
No
Mo
Mo

Yes
Yes

Action ¢
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
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How to use the IEMT Remote Connection function

Run the IEMT and select File -> Connect menu item. You’ll see the following dialog window:

og] IEMT - O] x
File  Help

1. Select source

1. Please select source file
File

(® Gathering Agert data

) ApplicationHost corfig

Source file: | | Select file ... Parze

Connect to ... = I:'-

Remote server: | |
Domain/Hostname: |w12 |
|
|

Usemame: |Admini5t|atnr

*

Password:

[ ActiveDirectory domain/host

| Connect || Cancel

02.06.17 10:37:51 604 License: 5 3000: A 3000: V 3000: F 3000 C 3000: G 3000: U 3000 ~
02.06.17 10:37:51 604 Mig: License [mig-prepare succeed,Found: 5 3000: A 3000: V 3000: F 3000: C 3000: G 3000: U 3000]

02.06.17 10:37:51.385 Loaded [113] schema file : machine corfig

02.06.17 10:37:51.382 Loaded [3] schema file : C:\Windows‘system 32\ inetsrvconfighschema \Web DAY _schema xml

02.06.17 10:37:51 382 Loaded [2] schema file : C:\Windows‘system32\inetsrvconfighschema'rscaenxt xaml

02.06.17 10:37:51.382 Waming! Schema file not found: C:\Windows system 32\inetsrv \confighachema'rewrite_schema xamnl w

< >

LOCAL - Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] | x64 | ZANS\Administrator | LOCAL - 115 8.5 | 5 3000: A 3000: V 3000: F 3000: C 3000: G 3000: LI 3000

Pay attention to the status string. It starts with LOCAL word, that means the IEMT is in a local mode currently
and is going to migrate websites to the current server.

Enter the connection parameters:

e You can use either IP address or DNS name of the destination server in Remote server field.

e Specify the remote server name (NETBIOS name) in Domain/Hostname field. You can find it in the
Computer properties (Windows Start button -> right click on Computer -> Properties) or by executing
HOSTNAME command in cmd.exe.

Note: Be sure you specify the name of the destination (remote) server, not the local one.



System Properties

Computer Name | Hardware | Advanced | Remote |

= onthe network.

f L Windows uses the following information to identify your computer
=

workgroup, click Change.

For example: "I1S Production Server” or
"Accounting Server”.

Computer description:
Full computer name: w12
Worlcgroup: WORKGROUP

To rename this computer or change its domain or

Server Manager =]

Manage Tools

System

Control Panel ltems » System w O| | Search Control Panel el |

basic information about your computer

ws edition

ndows Server 2012 R2 Datacenter

2013 Microsoft Corporation. All rights ==mWindOWS Server°2012 RZ

erved.

h

bcessor Intel(R) Core(TM) i3-4130 CPU @ 3.40GHz 3.40 GHz
talled memory (RAM): 512 MB (312 ME usable)

Etemn type: B4-bit Operating System, x64-based processor

n and Touch: Mo Pen or Touch Input is available for this Display

uter name, domain, and workgroup settings

Windows Update

Computer name: wiz2 'E'Change settings
Full computer name: wiz2
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product (D¢ 00253-30000-00000-A4442 Change product key

e UserName and Password — specify the credentials of a member of Administrators group. This user
must have full Administrator permissions on the remote server.
e Turn on Active Directory domain/host checkbox if the remote server is a member of an Active

Directory forest.

Click the Connect button and wait for the connection to be established. It takes some time; the IEMT will get
the needed data from the remote server and then change the status string and the log.



L=y

File  Help

1. Select source

IEMT - |0 -

File

1. Please select source file

(®) Gathering Agent data

) ApplicationHost.corfig

Source file: |

| [ select fiee ... Parse

£

02.06.17 10:45:12 642)Remote: |

02,0617 10:45:12 641)Remate: Waming! Schema file not found: W\

02.06.17 10:49.12 647 Loaded [113] schema file : machine. conflg
02.06.17 10:45.12 645Remoate:
02.06.17 10:459.12 6441Remoate:
02.06.17 10:49:12 643YRemote: |

Waming! Schema file not found: !

Waming! Schema file not found
Waming! Schema file not found
Waming! Schema file not found

2 Windows system 32\inetsrvwconfighschema ' Web DAY _schema xml

Windows system32\inetsn \corfig*schema'\NetFxd0_II5_schema_update xml V

Windows system 32\inetsrv confighschema'rscaext xml
Windowssystem32\inetsrvconfighschema'rewrite_schema xml
Windows"system32\inetsnconfighschema'\MNetFedb_I1S_schema_update xml

REMOTE - Microsoft Windows Server 2012 R2 Datacenter [6.3.9600] | x64 |\ | REMOTE - I15 8.5 | 5 3000: A 3000: \/ 3000: F 3000: C 3000: G 3000: U 3000 | 0:0

The REMOTE word in the status string is a sign of a successful connection.

Once the connection is established you can use the IEMT to migrate websites (and other things like SSL
certificates) to the remote server.

Important Note: The IEMT uses Windows services and File Sharing for the remote migration. (See the
full list of the services above.) If any of them is stopped or has limited permissions then the 11S migration
(or some of its steps) may fail.

How to create the firewall rules for remote IEMT connection on the destination server

As we said in the “Description and prerequirements” section above, the IEMT needs 4 ports (135, 137, 139,
445) to be open on the destination server if you wish to use its remote connection functionality. These ports are
open by default, but we recommend to create a firewall rule to be 100% sure you have them open. To add the
firewall rule you can either use Windows GUI or command line. Here we describe the command line way only,
because it is universal for all versions of Windows, including Server Core.



To create the firewall rule you should run a NETSH command either in the console (cmd.exe) or PowerShell
console.

Example:

netsh.exe advfirewall firewall add rule name=""RemotelEMT" dir=in action=allow enable=yes
profile=any localip=any remoteip=any protocol=tcp localport="135,137,139,445""
remoteport=any

This command opens ports of Windows services, so there is a potential security risk if your server is
exposed to the Internet. Thus we recommend to make the ports open to your private (or a few public) IP
addresses only.

Use the remoteip parameter to specify the IP addresses.

In the example above we used remoteip=any, this means "allowed from any IP address".

To allow connections only from 192.168.2.89 IP address, use this parameter:
remoteip=192.168.2.89

This is how to add 2 IP ranges (10.1.0.0/16 and 192.168.1.0/24) to the rule:
remoteip=""10.1.0.0/16,192.168.1.0/24""

The full command with a single IP address:

netsh.exe advfirewall firewall add rule name=""RemotelEMT" dir=in action=allow enable=yes
profile=any localip=any remoteip=192.168.2.89 protocol=tcp localport=""135,137,139,445"
remoteport=any

and with multiple IP addresses:

netsh.exe advfirewall firewall add rule name=""RemotelEMT"" dir=in action=allow enable=yes
profile=any localip=any remoteip=""10.1.0.0/16,192.168.1.0/24" protocol=tcp
localport=""135,137,139,445" remoteport=any

To delete the firewall rule (once you finished the 11S migration) you can use this command:

netsh advfirewall firewall delete rule name=""RemotelEMT"

Troubleshooting

Note: The IEMT 7 is a GUI application, so currently it is not compatible with Server Core installation of
Windows. You should either have Full Installation of Windows 2008, 2012 or Windows Server 2016 with
Desktop Experience.

If any troubles, first of all, please take a look at the migration log. In most cases it helps to find and fix the
problem. It is also a good idea to check the server Event Logs.



Also be sure you run the software as Administrator (you must be a member of the local Administrators group.)

And of course, you can contact support@hoststools.com for support. If you decide to contact HostTools support
team, please send us all the log files, applicationHost.config file and the Gathering Agent DATA file.

Thank you for using our software!


mailto:support@hoststools.com

