IS Easy Migration Tool (For IIS 7, 8, 10) 7
Quick Start Guide
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The purpose of this software and its parts

IS Easy Migration Tool (IEMT) software helps with the migration from one Microsoft IS serverto
anotherlt canalsobeusedasllS backup recoveryand consolidationtool.

[IS EasyMigration Tool for IIS 7,8,10 (IEMT 7)is ableto migratewebsiesfrom II1S 7.0,7.5,8.0,8.5and
10.0servergo 11S 7.0,7.5,8.0,8.5and10.0serverslt doesnotwork with 1IS 6.



1S 7.x 1S 7.x

1S 8.x IEMT 7 1S 8.x

I1S 10.x T IS 10.x

(Theformerversionof thellS EasyMigration Tool (IEMT for IIS 6) is ableto migratewebsitedrom 11S 6.0to
lIS 6.0, 7.0, 7.5, 8.0, 8.5, 10.0.1t is availableat our website.You canpurchaset if you aregoingto transfer
websitedrom IIS 6 (Windows2003).)

This applicationis portable noinstallationis required.
The IEMT 7 can:

1 Transfer and consolidateitems (websites,SSL certificates, FTP accounts,etc.) and data (website
settingsetc.)betweenlS 7/8/10savers.

1 RecoverandconsolidatdlS settings(l1S serveritself andits websitesetc.) from applicationHost.config
file.

1 Backupandrecoveryof IIS settingsanditemswith Gatheling Agent(GA) utility.

Data sources

The [EMT 7 uses2 datasourcesapplicationHost.confidile anda datafile createdby Gatheing Agent(GA)
utility.

The preferabledatasourceis the GA datafile. This file containsall the neededdataaboutthe IIS itemsand
settings.To getthisfile you shouldrun Gathemmg Agent(GA) softwareonthesourcellS server.

The applicationHost.confidile containsincompleteinformation aboutthe websites(and other IIS itemslike
applicationsyirtual directoriesetc.),butit maybeusedfor the lIS migrationand/orrecoveryin caseyou do not
havea GA datafile for somereason.

Pleasenotethat applicationHost.confidile doesnot containany informationaboutSSL certificates,Windows
usersand groups,NTFS permissionsthus theseitems cannotbe migrated/recovereth full in caseyou use
applicationHost.confidile asthe datasource.

TheapplicationHost.confidile canbeusedin disasterecoverycasesywhenthe sourceserveris offline andyou
cannotrun the Gathemg Agent utility on that server.In all other caseswe recommendusing of the
Gatheling Agentutility .



We alsoprovideacommandine versionof the GA, it is designedo helpwith IIS relatedbackup recoveryand
consolidationtasks.Files createdoy this commandine utility canbe usedfor recoveryand/orconsolidaion of
[IS data(settingsjtems)on the sameserveror otherservers.

The Gathering Agentdoesnot changeanythingon the server.It doesnot stop any websitesdoesnot
changeanysettingslt just collectsthe neededlS relatedinformation.So, it is safe to usethe Gathering
Agenton productionservers Thewebsiteson your sourceserverstayintact and unaltered.

System requirements

Sourceserver .NET framework4.x is requiredfor the GatheringAgent

Destinationserver .NET framework4 x is requiredfor the [IS EasyMigration Tool.

Note ThelEMT 7 is a GUI application,so currentlyit is not compatiblewith ServerCoreinstallation of
Windows.YoushouldeitherhaveFull Installation of Windows2008,20120or WindowsServer2016with
Deskop Experience

Software registration and trial

It is possibleto try the IEMT 7 for free. It workswithout alicensekey, butin thetrial modeit allowsto migrate
only a few items of eachkind during a single migration session.(For example,it may allow to migrate 3
websites4 virtual directories,5 FTP accounts?2 SSL certificatesand 1 Windows User Groupduring the trial
session.)

To registerthe softwareyou needto buy a licensekey andwrite it to appropriatesectionof IEMT.exe Config
file. You canbuy a key at http://www.hoststools.corithe licensekey makesthe softwarefully -functionaland
allows to migrate thousandsof websites,Windows usersetc The amountdependson the licensekey you
purchasedFor example alicensekey canhavethe following limit: i 1 0 QvBbBites,10000web applications,
10000Windowsusers,10000SSL certificates 10000FTPaccounts10000virtuald i r ect or i es 0.

Pleasenotethat IEMT connectgo http://keysys.dotnetpark.cofonline licensingsystemhat the beginning
of eachsessionSo,pleasebe surethe destinationserverfirewall doesnot block port 80. IEMT sendsts
licensekeyandgetsaresponsé fi v adrii ml @ & | iNdtbirgelsis sent/received.

Pleasecontactusif your destinationserverdoesnot havelnternetaccessWehavea solution.

Whenyou havea key, pleaseopenlEMT.exe.Configfile with the Notepadfind TRIAL-KEY word (between
<value>and</value>tagsof ks_keysectior) andreplacethe TRIAL-KEY word with your licensekey. Then
restartthe [EMT.

If thereis fiTrialdwordin the [IEMT window caption,the programis not registeredcandworksin thetrial mode.

During the migrationprocessg/ou selectitemsto be migrated Theitemsare:websiteswebapplicationsyirtual
directories,FTP accounts,SSL certificates, Windows users, Windows user groups. The IEMT statusbar
indicateshow many items of eachkind you selectedand how manyitemsyou can migratewith your license
key.


http://www.hoststools.com/
http://keysys.dotnetpark.com/

Forexample:

15.09.16 15:21:06.180 End GUI list.

15.09.16 15:21:06.1759 [ill_gui_lists] qgui path list - done
15.09.16 15:21:06.173 [ill_gui_lists] qui IP ligt - done
15.09.16 15:21:06.170 [ill_qui_lists] qgui groups - done
15.09.16 15:21.06. 164 Fill_gui_lists] gui S5L's - done
15.09.16 15:21.06.162 Fill_gui_lists] gui pools - done
15.09.16 15:21:06.108 Fill_gui_lists] qui ftps - done
15.09.16 15:21:06.061 Fill_qui_lists] qui sites - done

15.09.16 15:21:06.026 Begin GUI list.
15.05.16 15:21:06.025 Memory (after parsing) KE [MB]: 10267 [10]
<
‘ << Prev | ‘ Next >> ‘ V V

Windows 2012 R2 [Microsoft Windows NT £.3.9600.0] | x64 | ZANS\Administrator | 115 8.5 | 5 3000: A 3000: V 3000: F 3000: C 3000: G 3000: U 2000 |5 & A1&VOFRCEGORUD=26

ThelEMT statusbarshowsthatthelicensekey allowsto migrate3000websites 3000web applicationsandso
on (the greenarrow). It alsoshowsthat8 websitesand 18 web applicationsaregoingto be migratedduringthe
currentsessior(the bluearrow).

TheGatheringAgentdoesnot needanylicensekey.Only the [IEMT needst.

Source server: The first way of data collection z using the Gathering Agent

Log in to your sourcellS serverand place the Gatheringagentfiles to somefolder. Then start ga.exeas
Administrator. (Thereis alsoa commandine versionof the GatheringAgenti gacmd.exg

It is important to run the Gathering Agent as Administrator. You must be logged on as a local
administratoror providethe credentialsof a membeiof thelocal Administratorsgroup.

Youcan log on as a domainadministratortoo. Usually it works.But it dgpendson your domain/server
settingsandis notguaranteedSo, it is betterto usea local adminaccount.

To run an application with a full administrator accesstoken:

1. Locate the program icon or a shortcut in Windows Explorer.
2. Right-click the program icon or shortcut, and then click Run as administrator .
3. When the UAC messageis displayed, do one of the following:

- If you are logged on as a standard user, or if UACis configured to alwaysrequire
credentials, enter the appropriate administrative credentials, and then click OK.

- If you are logged on asan administrator and UACis not configured to always
require credentials, click Yesto start the application.




Whenyou startGA.EXE (the GUI versionof the GatheringAgent)it first collectsandshowsthe serversystem
information.lIS andOSalongwith Active Directoryinformationcanbefoundthere.

a IEMT: GatherAgent - |e[xT]
File  Help
Prerequisites
Host 05 Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] ZANS\Administratar w64
IIS version B85
Active Directory Mot found
I Active Directory detection shows a wrong result, please click "AD info is incomect” button.
AD info is incomect
130.03.16 12:09:18.083 05 info: Windows 2012 B2 [Microsoft Windows NT 6.3.9600.0] ZANS \Administrator x64 ~

30.03.16 12:09:18.083 IS infe: 8.5
130.03.16 12:09:18.130 AD info: Not found

Next ==

http:/ www.hoststools.com,

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] x84 | 115 8.3 | None | 00:00

Payattentionto the Active Directory informationdisplayedby the GatheringAgent.If it is incorrect,click [AD
info is incorrect button.It is animportantstepneededor the correctWindows/FTPaccountmigrationandalso

anonymousvebsiteuserassignmentsn the destinationlIS server.

NOTE: If thereare Active Directory usersassignedo any websitesandor FTP accounts/directoriest
may take noticeableamount of time to collectthe data. Pleasewait till the GatheringAgentfinishesits

job.

Do not interrupt it! Weknowthe casesvhenthe data collectiontook 12 and morehours. It is normal if
ActiveDirectoryisinvolved.

Click Nextbuttonto goto the nextstep.



o IEMT: GatherAgent -|ofx]

File  Help

Options |

Temp. folder |E:\daia | |

Gather
Data from 115 service
S50 cerfficates assigned to websites along with comesponding root/chain certificates

Windows users and groups
[] NTFS pemissions for 115 websites and FTP accounts

Collects NTFS permissions (ACLJACE rights) for the website folders and FTP accounts. This can take a long time ifthere are lots of folders,
especially ifthe server hard drive is slow.

130.03.16 16:24:05.888 05 info: Windows 2012 RZ [Microsoft Windows NT 6.3.9600.0] ZANS \Administrator x64 ~
130.03.16 16:24:05.888 115 info: 8.5
130.03.16 16:24:05.904 AD info: Mot found

<< Prav Next ==

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] x64 | [I15 8.5 | None || 00:00 http:/ Swww.hoststools.com,

Hereyou selectthe datacollectionoptions:
Temp.Folderi directoryfor temporarfiles.
Datafrom IIS servicei collectdatafrom IIS service.

SSL certificates assignedto websitesalong with correspondingroot/chain certificatesi collect
SSL certificatesassignedo websitesandalsothe correspondingoot/chainSSL certificate(if needed)

Windowsusersand groupsi collectWindowsusersandgroupsrelateddata

NOTE: Thereis nowayto collectthe currentpassword®f Windows(and FTP) users!(BecausaVindows
keepsonly hashesnotthe passwords. Y helEMT will generatenewstrongpasswordgor all the migrated
usersand saveghellist of thoseusersandtheir newpasswordsn a file. (Seebelowin this documentor
moreinformation.)

NOTE: If thereare Active Directory usersassignedo any websitesand/or FTP accounts/directoriest
may take noticeableamount of time to collectthe data. Pleasewait till the GatheringAgentfinishesits
job. Do not interrupt it! We know the caseswhenthe data collection took 12 and more hours. It is
normalif ActiveDirectoryis involved.

NTFS permissiondfor IS websitesand FTP accountsi collectall NTFS permissiongor directories
of IS websitesandFTP accounts



NOTE: If thereare manydirectoriesand files the GA may needfew hoursto collect the data. Also the
resultingdatafile canbehuge.

Selet¢ the neededptionsandclick Next button.At the nextpageclick Start buttonandwait till the Gathering
Agentfinishesthe datacollectiontask.

The GatheringAgentanalyzesdataof all availableweb.configfiles of websiteson the sourceserver.Thus,the
IEMT cancopythewebsitessettingsto the destinatiorserveror recoverthemon the sourceserver.

Howeversomecollisionsmay happenn rarecasesFor examplejf Microsoft SharePoinhasdifferentsettings
onthesourceanddestinatiorserversthe migratedwebsite(or its part) may showerrormessages.

e IEMT: GatherAgent - [ o[

File  Help

Start

Status of data collecting

115 websites | 5
FTP accounts | 6
S5L certficates | 40
Windows users and groups | 31

NTFS permissions | N/AA

130.03.16 16:26:08. 767 GAfile: Fle saved: E-\data‘gagert data. Size (bytes): H8149 -
130.03.16 16:26:08. 767 GAfile: E \data“gagent data

130.03.16 16:26:08.767 Make GAfile - end

130.03.16 16:26:08.783 Temp. files has been removed.

130.03.16 16:26:08.799 Time: 1 sec.

<< Prev

Windows 2012 R2 [Microseft Windows NT £.3.9600.0] x64 | 115 8.5 | None | 00:00:01 http:/fwww.hoststools.com/

Whenthe GatheringAgentfinishedits job, it showsii F i n iwardnat thie right columnnearthe progressar.
Also it showsthetime spentfor the datacollectionin thelog.

Theresultingdatafile with collectedllS informationi gagent.daa i will be savedin the samefolder with the
EXE file of the GatheringAgent.You needto copythisfile to the destinatiorserverfor thewebsiteqFTP etc.)
migrationor to abackupsenerif justneeda backupcopyof your lIS serverdata.

NOTE: The GatheringAgent(nor the IEMT) doesnot backup any files (exceptSSLcertificatesif that
optionis turnedon)! It just collectsllS serverand relateditemssettings If you needto backup,restore
and copy websitefiles (ASPX,HTML, JPG etc.) you needto use specializedbackup and recovery
software.




Source server: The second way of data collection z using the
APPLICATIONHOST.CONFI@le

This way shouldbe usedonly of thereis no possibilityto usethe first way. For examplejf the sourceserveris
down.

It is a 1-stageway: Justcopy APPLICATIONHOST.CONFIG file from the sourceserver(or a backupcopy)
to the destinationserver.This file canbe foundin C:\WindowaSystem3%netswv\config\ folder usually. This
file will beusedby IEMT asa sourcedatafile.

Pleasenotethat SSL certificatesand bindings for HTTPS parametersof websiteswill not be migrated
if youuseapplicationHositconfigfile. If youneedto migratethemyoumustusethe Gatherng Agent.

The command line version of the Gathering Agent

Thereis alsoacommandine versionof the GatheringAgenti gacmd.exe
Usage:

gacmd.exd/f=path-to-agent.dad] {/i |/s|/u|/n|/a=y|n}
Commandine switches:

/f - path and file name where the collected data should be saved. Default: [CURRENT-
FOLDER)\gagent.da

/i - getdatafrom IIS service

/s - getSSL cert.assignedo websitesalongwith correspondingoot/chaincert.
/u - getWindowsusersandgroups

/n - getNTFSpermissiongor |IS websitesandFTP accounts

/a- is this serverconnectedo AciveDirectoryor not. Possiblevaluesyy - Yes,n - No. Default:n

Destination server: The migration procedure

To startthe migrationyou shouldhaveeithergagent.dataor applicationHost.cofiig file. Pleasereadabove
howto getthem.

Very Important Note: The [IEMT doesnhot copyanyfiles (.html, .aspx,.php, etc.) from the sourceserver
to the destinationone! It doeslots of usefulthings (createsthe web sitesand Windowsusers,setsthe
ACL/NTFSpermissionsaand so on), but it doesnot copythefiles. So, please usesomeother softwareto
copythefiles first. It is possibleto use WinZIP or WinRARto zip the files/folderson the sourceserver,
copythe archiveby FTP and unzip/unrarit on the destinationserver.Thenrun the IEMT, it will create
thesitesandsetthe permission®nthosefolders.

So,pleasefirst copythefiles (with anybackup/restoresoftware)thenrun the IEMT .




Important Note:

The IEMT doesnot install frameworksand applicationsto servers.It will not install ASP.NET,NET,
PHP, ColdFusion, TomCat(Java)etc. So,if your websitesneedsuchframeworksyoushouldinstall them

yourself.
Alsothe [EMT doesnotupdateinstalledframeworks.

For examplejf youhavePHP 5 installedon your destinationserverbut a migratedwebsiteneedsPHP 7,
the IEMT will specify"PHP 7" handlerin that websiteproperties,but it will not install PHP 7 on your
server.Youshouldinstall it yourself.

CopythelEMT files to somefolder onthe destinatiorserverandstartiEMT.

It is importantto run the [IS EasyMigration Tool as Administrator.Youmustbe loggedon as a local
administratoror providethe credentialsof a membetrof thelocal Administratorsgroup.

Youcanlog on as a doman administratortoo. Usually it works. But it depend=on your domain/server
settingsandis notguaranteedSo, it is betterto usea local adminaccount.

To run an application with a full administrator accesstoken:

1. Locate the program icon or a shortcut in Windows Explorer.

2. Right-click the program icon or shortcut, and then click Run as administrator .
3. When the UAC messageis displayed, do one of the following:

- If you are logged on asa standard user, or if UACis configured to alwaysrequire
credentials, enter the appropriate administrative credentials, and then click OK.

- If you are logged on as an administrator and UACis not configured to always
require credentials, click Yesto start the application.

Theprogramwill detectthe OSversionandshowit in the statusbar.



Stepl

File  Help
1. Select source

1. Please select source file
File

® Gathering Agent data

) ApplicationHost.corfig

Source file: |

01.04.16 09:48:37 926 Loaded [113] schema file : machine .config

01.04.16 09:48:37.926 Loaded [3] schema file : C:\Windows'system32tinetsnv \confighechema \WebDAV_schema xml

01.04.16 09:48:37 926 Loaded [2] schema file : C:"\Windows"system32inetsrv \confighschemarscaesd xml

01.04.16 09:48:37 5926 Waming! Schema file not found: C:\Windowssystem 32%inetsncorfig schema‘rewrite_schema xml

01.04.16 09:48:37.526 Waming! Schema file not found: C:\Windowssystem 32%inetsnconfigtschema“NetFxd5 115 _schema_update zml
01.04.16 09:48:37 926 Waming! Schema file not found: C:\Windows system 32inetsn \corfig'schematMet Fxdl_II5_schema_update xml

<

<< Prev Next >> Start the migration

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] | x84 | ZANS\Administrator | 0:0:0

At the beginningthe GA software analyzesall available configuration files of IS and Microsoft .NET
Frameworkinstalledon the server.lt may take a noticeableamountof time, but it is a necessangtepfor the
correctmigration.It alsoallowsusingthe newfeaturesof IIS and.NET Frameworkin full.

Selectthedatasourcetypeandclick Selectfile € button.



al IEMT == = |8

T L v ThisPC » DATA(D) » IEMT » v & | | search lEMT

Organize *  Mew folder

Mame

o logs

A tmp

D gal0.data

D gal0Ontfs.data

|| gal2.data
D gal2ntfs.data

B Desktop
j Administrator

18 This PC
,_‘-H Desktop
,_E Documents
j Downloads
,_ﬁ Music
H_ﬁ Pictures
[B videos
L, Local Disk (C)
—a DATA (D:)
BKP (E)
2 D Drive (F)

= FRemovable Disk (G:)
:‘E Libraries Tl <|

Mo preview available.

File name | gal2.data v ‘ | GA data file (*.data)

01.04.16 09:48:37 526 Loaded [113] schema file : machine config ~
01.04.16 09:48:37 526 Loaded [3] schema file : C\Windows'system 32%inetsrv configschema' Web DAV _schema xml

01.04.16 05:48:37 526 Loaded [2] schema file : C:\Windows' system 32%inetsnv confighschemarscaext xml

01.04.16 09:48:37 526 Waming! Schema file not found: C:\Windows\system32\inetsrv\confighschema'rewnte_schema xml

01.04 16 09:48:37 926 Waming! Schema file not found: C:\Windows system 32\inetsncorfigtschema'Net Fed5_[15_schema_update xml

01.04.16 09:48:37 926 Waming! Schema file not found: C:\Windows \system 32\inetsrv \corfighschema\MetFxd0_|IS_schema_update xml w

<] K

| << Prev H Next >> ‘ Start the migration ‘

|Windcmrs 2012 R2 [Microsoft Windows NT £,3,9600.0] | x64 | ZANS\Administrator | 0:0:0 _:5|

Selectthedatasourcefile andclick Open



File  Help
1. Select source

1. Please select source file
File

(®) Gathering Agent data

() ApplicationHost config

Source file: | DMNEMT\ga12 data

01.04.16 09:48:37 526 Loaded [113] schema file : machine.config

01.04.16 09:48:37 526 Loaded [3] schema file ; C\Windows"system 32%inetsrv'\config schema Web DAY _schema xml

01.04.16 09:48:37 926 Loaded [Z] schema file : C:\Windows system 32%inetsrv\corfigschema'rscaext xml

01.04.16 09:48:37.526 Waming! Schema file not found: C:\Windows system 32\inetsn configschema®rewrte_schema xml

01.04 16 09:48:37 526 Waming! Schema file not found: C:\Windows'system32\inetsrv configschema NetFed5_I15_schema_update xml
01.04.16 09:48:37 526 Wamina! Schema file not found: C:\Windows'system32\inetsrv config schema MNetFed0_I15_schema_update xml

<]

1>

=< Prev Mext ==

Start the migration

Windows 2012 R2 [Microsoft Windows MT 6.3.9600.0] | x&4 | ZANS\Administrator | 0:0:0

Click Parsebuttonto startthe sourcedataanalysis.




File  Help
1. Select source

1. Please select source file
File

(®) Gathering Agent data

) ApplicationHost corfig

Source file: | DAEMT\ga12 data

Parsing ...

File G& has been opened : DMNEMT ygal2 data
Found sites : 155

Found ftp accounts : 180

Found pools : 213

Found Windows users : 442

Found Windows groups : 21

Found S5L; 32

Found NTF5: 0

01.04.16 10:13:42.954 End GLUI list.

07.04.16 10:13:42.954 Fill_gui_lists] aui path list - done
01.04.16 10:13:42 539 Fill_gui_lists] gui IP list - done
01.04.16 10:13:42 539 Fill_gui_lists] gui groups - done
01.04.16 10:13:42 539 Fill_gui_lists] gui 55L's - done
01.04.16 10:13:42 523 Fill_gui_lists] qui pools - done

<

== Prey MNext >> Start the migration

Windows 2012 R2 [Microsoft Windows MT 6.3.9600.0] | x64 | ZANS\Administrator | 0:0:0

Oncetheparsingis finishedyou will seesomestats.Click Nextbuttonto goto the nextstep.

[IS Security Scan

We noticedthat someengineersuse Administrator user (or other usersfrom Administrators group) as an
anonymoususeror ConnectAs user.

It is a potentialsecurityhole!

If the IEMT finds that Administrator useris specifiedin websiteor directory propertiesor asan anonymous
useraccounit showsthefollowing dialogwindow andasksto makea choice.



a2 IEMT[Trial mode] = = =
File  Help

1. Select source

1. Please select source file
File

(®) Gathering Agent data

() ApplicationHost config

Source file: |D:"-gagent.data | | Select file .. | | Parse
Parsing ... Parse... I—I—- g -
File GA has been op

Found sites : 4
Found ftp accounts [EMT found that [ADMIMISTRATOR] user is specified in website or directory properties or as

Found pools - 14 an anonymous user account We do notrecommend to use it It is a potential security hole!
Found Windows usg

Found Windows grof . . . . .
Found SSL - 45 g You can either specify the Administrator user password (to update itin IS configuration

Found NTFS : 3826)  settings) orthe IEMT will create a new user "IEMTAdmin" (a usual user outsite
"Administrators" group) to be used in website properties. Also you can ignore this warning, in
this case the [EMT will specify the Administrator user in the website properties, but without a
password, the website will show an error message, but you can update the password or
change the user manually later.

Enter Admin. password | | Create |EMTAdmin user | | lgnare this waming

06.03.17 11:45:49.125 SecurtyHoleAdmin: found [admin’s] in vdirs/sites - 31, ftp vdirs/sites - 0 ~
06.03.17 11:45:45.123 SecurityHoleAdmin: begin - search [admin’s] in vdirs.

06.03.17 11:45:49.119 End GUI list.

06.03.17 11:45:49.118 Fill_gui_lists] qgui path list - done

06.03.17 11:45:49 115 Fill_gui_lists] qgui P list - done

06.03.17 11:45:49.114 Fill_gui_lists] gui groups - done w
< >

Nexdt >>

Windows 2012 B2 [Microsoft Windows NT 6.3.9600.0] | x84 | ZAMS\Administrator | 115 8.5 | [Trial mode] | 0:0

You caneitherspecifythe Administrator userpasswordto updateit in IS configurationsettings)or the [IEMT

will createa new user IEMTAdmin (a usual user outside Administrators group) to be usedin website
properties Also you canignorethis warning,in this casethe IEMT will specifythe Administrator userin the
websiteproperties but without a passwordthe websitewill show an error messagebut you can updatethe
passwordr changeheusermanuallylater.

1 Enter Admin. Passwordd click this buttonif youwantto specifythe Administrator userpasswordo
besavedn IIS settings.

Wedo notrecommendloingthis! It is potentialsecurityhole!

1 CreatelEMTAdmIn userd click this buttonif youwantthe IEMT to createa newuserlEMTAdmIn
(a usualuseroutsideAdministratorsgroup)to be usedin websiteproperties This userwill haveRead
NTFS pernissionsonly (not Write or Modify). Later you can manuallychangethe permissionsAlso
you caninclude[EMTAdmin userto Administratorsgroupmanually,but we do not recommendo do
that!

1 Ignore this warning & click this buttonto ignorethis warning. The IEMT will copythe configuration
from the sourceserveri aiss Bhe Administrator userwill be specifiedin appropriatewebsite(s)



propertieswithout a passwordThe website(swill showerror messagesso you shouldfix it manually
later by assigningsomeotheruser(or specifyingAdministrator userpassword).

Step?2
This stepis for the migrationprocesssettingsandfine tuning.
o4

File  Help
2. Migration options

2. Please select migration options
1S host | Create | Security I Replace I Poaols I Groups |

[] Migrate all the Defaults data (site Defautts, vitualDirectoryDefautts etc.)
CAUTION! This may affect existing websites on the destination server!

Compare the source and destination server settings (using GA data) and show the differences

Source Destination
/7

Thereareseveraktabsallowingto set/select/tunenultiple parameters:

[IS host(serverevel lIS settings),

Create(entitiesto be createdon thedestinatiorserver),
Security(llS securityrelatedsettings),

Replace(to changepaths |P addressestc.),
Pools(Applicationpoolsrelatedsettings),
Groups(Windowsusergroupsrelatedsettings).

= =4 =4 4 8 -9

Step 2. IIS host tab

IS hosttab

Turn on Migrate all the Defaultsdataé checkboxif you wish to migrateserverlevel IIS Defaultssettings
(siteDefaultsyirtualDirectoryDefaultsetc).

CAUTION!Thismayaffectexistingwebsiteson the destinationserver!

Turn on Comparethe sourceand destinationserversettings(using GA data) and showthe differencesc
checkboxandthe IEMT will show you the differencesetweerthe sourceanddestinatiorserversettingsbefore
the migrationstarts So,you canchangeyour mind.



| - | O
File  Help
2. Migration options

2. Please select migration options
1S host |Create I Securiy I Replace I Pools I Groups |

[] Migrate all the Defaults data (siteDefaults, vitual DirectoryDefaults etc.)
CAUTION! This may affect existing websites on the destination server!
Compare the source and destination server settings (using GA data) and show the differences 38

Destinatiqlr Difference ~
/ not found

system web Server/fastCgi/application
Attr not found

system web Server/default Document files/add

value=index php

fullPath=C-"Program Files

(xB6)\PHP" php-cgi exe activity Timeout=600 request Timeout =600 instance MaxRequests=10000 File or path ot found: C:\Program Files (<86]\PHP\php-cgl.exe

system web Server/fastCgi/application/environment Vanables./environment Variable i
name=PHP_FCGI_MAX_REQUESTS value=10000 / /[”- S ok e

system web Server/fastCgi/application/environment Vanables./environment Variable o 1
name=PHPRC.value=C:\Program Files §<86)\PHP' n henno o

system web Server/globalModules.add preCondition=app PoolName=5harePoint Central Administration v4;

name=5harePoint 14Module image=C:"Program Files'Common Files'\Microsoft Shared'Web Server |nal jon: not equal attrs. intranet 80
Extensions"14\isapi\owssvr.dll preCondition=app PoolName=5Share Point Central Administration Ext:

system web Server/hittpLogging
dontLog=false \ \em not found

system web Server/isapiFitters fitter \ \ot found File or path not found

name=~ASP Net_2 0_for_V1.1 path="windir®\Microsoft NET"Framework'w2.0.5072 7 \aspnet_filter.di “owindirz\Microsaft NET\Framework'w2 0.5072 T aspnet_iter dl

system web Server/sscurity/authentication./‘windows Authentication

enabled=true pund

path=C\Windows"\Microsoft. NET Frameworkw4.0.30315 aspnet_isapi dll allowed=true, groupld=AS| path=C: " Window: description=ASP NET v4.0.30315 (32-bit)
v4.0.30315 (32-bit) description=ASP.NET v4.0.30313 (32-bit) v4.0.30319 descri

system web Server/security/isapiCaiRestriction/add system.webSenrerf%)\ \ groupld=ASP NET v4.0.30315 {32-it)
i

system web Server/security/isapiCgiRestriction/add 51.'5tem.WebSenrxA \q groupld=ASP NET v4.0.30315 (32-bit)

path=C:\Windows"\Microsoft. NET"Framewor64'w4.0.30315 aspnet_isapi dll allowed=true groupld=/ path=C:\Windows" description=ASP NET v4.0.30315 (32-bit)
v4.0.30315 (32-bit) description=ASP.NET v4.0.30313 (32-bit) v4.0.30315 descript

system web Server/staticContent/mimeMap >

file Extension=.323 mime Type=text/h 323

system web Server/staticContent/mimeMap / / e

<[ / [ >

05.04.17 14:17:40.615 SecurityHoleAdmin: end - search [admin’s] in vdirs. ~

05.04.17 14:17:40.614 SecurityHole Admin: found [admin’s] in vdirs./sites - 0, ftp vdirs./sites - 0 |E|

05.04.17 14:17:40 605 SecurityHoleAdmin: begin - search [admin’s] in vdirs.

05.04.17 14:17:40.605 End GUI list.

05.04.17 14:17:40.604 Fill _gui_lists] gui AD users - done

05.04.17 14:17:40 558 Fill_gui_lists] gui path list - done

05.04.17 14:17:40.595 fill_gui_lists]  gui IP list - done

05.04.17 14:17:40.553 Fill_gui_lists] qgui groups - done

05.04.17 14:17:40.587 Fill _gui_lists] gui 550 - done

05.04.17 14:17:40 586 Fill_gui_lists] gui pools - done w
< >

| << Prev | | Next >> | Start the migration
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In the comparisortableyou canseethe differenceof the llS settingsbetweernhe sourceanddestinatiorserver
Pleasgpayattentionto this list.

Thislist containsthe serverlevelsettingsonly, not websie (webapplication,virt. dir.) level!

The IEMT showsall the differencesit founds but someof them may be inessential. For example,default
applicationpool namesmay be different, but it doesnot affectllS work. Also someMIME types(for example,
video/x-msvideoand video/avi)maylook different,but work the sameway. Usethis comparisoriist asa guide,
but makeyour own decisionshasedon your qualification.

ThelEMT compareghe serverlevelsettingsof 11S and checksf appropriatefiles existon the destination
server.But the IEMT doesnot install frameworksand other software It will notinstall ASP.NET,NET,
PHP, ColdFusion,TomCat(Java)etc. So,if your websitesneedsuchframeworksyoushouldinstall them
yourself.




Step 2. Create tab

o

File  Help

Z. Migration options

IEMT

2. Please select migration options

Create |Sec1.|rity | Replace | Pools | Groups |

Create
Web sites

Applications pools

Windows user groups

S5L cerficates

Common MTFS permissions

[] Update exists

FTP logins (servers) on host || Update exists

[] NTFS pemissions from GA data file (may take a lot of time)

[ ] set Write permissions for anonymous account
] set Write pemissions for NETWORK SERVICES account (necessary for ASP.NET)
set Wite pemissions for FTF logins

[] set Write pemmissions for application poal accourt

[ ] Update Web Config
[ Enable 32+t applications

[] Use Integrated mode

[ Import available roct cerificates

Except site folders

i Default
“vti_bin

aspnet_client

[ Update exists

01.04.16 10:13:42 354 End GUI list.
01.04.16 10:12:42 554 Fill_gui_lists]
01.04.16 10:13:42.939 Fil_qui_lists]
01.04.16 10:13:42.939 Fill_qui_lists]
01.04.16 10:12:42.339 Fill_gui_lists]
01.04.16 10:13:42 523 Fill_qui_lists]

£

qgui path list - done
qui IF list - done
gui groups - done
gui S50 - done
qgui poals - done

<< Prev Mext >
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Createtah

= —a —a -9

datais used.

ShouldIEMT createwebsites?
ShouldIEMT createapplicationpools?
ShouldIEMT createFTPaccounts?

ShouldIEMT createWindowsusers(andgroups)?This optionis only availablewhenGatheringAgent

1 ShouldIEMT migrate SSL certificaes? This option is only available when Gathering Agentdata is

used.

1 ShouldIEMT takethe informationregardingthe NTFS permissiondrom GA datafile andassignthe
sameNTFS permissiongo files andfolderson the destinationserver?Pleasenote that assigningthe
permissions to thousands of files may take a lot of time. This option is only available when
GatheringAgentdatais used.



Additional optionsfor fine tuning:

Updateexisting i If this option is off: if someobject (website,app pool, FTP accountetc.) already
existson the destinationserverit will be removedandthenrecreatedrom scratchwith the properties
takenfrom the sourceserver.If this optionis on: if someobjectalreadyexistson the destinatiorserver

its propertieswill be updated accordingto the datafrom the sourceserverwith anii o v e r wile.ilft e
the objectdoesnot havesomepropertyit will be added If it hassomenew property(missingon the
sourceservej this propertystaysthesame.

UpgateWeb.Configi IMPORTANT! This option allows to createor updateweb.configfiles of the
migrated (or recovered)websites!If this option is off: The IEMT ignoresdata of web.configfiles
collectedonthe sourceserver.

Enable 32-bit apdications’i enable(force) 32-bit modein migratedapplicationpools.
Uselntegratedmodei enable(force) Integratedmodein migratedapplicationpools.

Import available root certificatesi install availableroot SSL certificatesto the destinationserver
store.

NTFS partallowsto selectthe permissiongor siteandFTP folders.Also you cansetWrite permissions
for Application Pool accountif Application Pool Identities securitymodelwas selectedon Security
tab.

In Exceptsite folders list you canselectthosefoldersthat shouldnot be created.The Default button
resetghelist.



Step 2. Security tab

The Security tab helpsto improve the serversecurity by usingthe modernii Ap p| i Roalt dent it
securitymodel.

o IEMT — -

File  Help

2. Migration options

2. Please select migration options
Create | Securty | Replace | Pools | Groups |

[] Use the "Application Pool Identities™ security model.

We highly recommend using this mode if you migrate to Windows 2008 R2 (2008 S5F1) or higher. This mode is more secure that using the NETWORK SERVICE
identity or anormymous users for application pools.

If you check this checkbox the 15 Easy Migration Tool will create a dedicated application pool for each website and will set appropriate NTFS pemissions. The
pools will use "Application Pool ldentities™ security model.

More infa:

Enable 32-bit applications far pool Set the app pool name equal to the appropriate website name
lze Integrated mode Set the numbered application pool names: Prefo_Mumber. For example: iemt_1, iemt_2, ...
071.04.16 10:13:42.954 End GUI list. A

07.04.16 10:13:42.554 Fill_gui_lists] qui path list - done

071.04.16 10:13:42 539 Fill_gui_lists] qgui P list - done

071.04.16 10:13:42 539 Fill_gui_lists] qgui groups - done

071.04.16 10:13:42 535 Fill_gui_lists] gui 550 - done

07.04.16 10:13:42 523 fill_qui_lists] qui pools - done W

< >
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Note! The Secuity and Poolstabsare mutually exclusivelf you useone of them,anotheronewill be
disabledautomatically.

If you enabletheii Ap p| i Roalt d ® mt sedurityensdéthe IEMT will createa dedicatedapplication
poolfor eachwebsiteandapplicaton. You cantunethe dedicatecpoolspropertieswith the Optionsgroup:

Setthe app pool nameequalto the appropriatewebsitenamed the dedicatedpool namewill bethe same
as the site name. E.g. i My Fu n ny S ivdbste willo bedplaced to a new dedicaéd pool named
A My Funny Sif thepoobwithmtitat namealreadyexists,the site will be placedto thatexistingpool. For
virtual directories the pool name contains the site name and the dir name separatedby dash. E.g.
AMy Funny Si t evirtaabdindctorymall dhavefiodMy F u n n y $ imta @gdedicatetpool.



Setthe numberedapplication pool namesd the new pool nameswill beginwith a word specifiedin the
Prefix field andendwith a uniquenumber(GUID). For example,f you setthe Prefix: NewPods, one of the
poolnamescanbe NewPools_19195a5b6da011d0afd300c04fd930c9

Enable 32-bit applicationsfor poold turnthisonif youwishto allow 32-bit applicationsn thesepools.

Uselntegratedmoded enablefi | nt e gNE&Rraendwrkmode.Thedefaut modeisi Cl as si c 0.

Step 2. Replacetab

File  Help
2. Migration options

2. Please select migration options

Replace |Pools | Groups

[] Replace IP address with

Old IP Mew P
4

17436143157
10.28.95.93
64.31.58.140
64.31.58.151
64.31.58.150

[] Change default document

(® Replace with () Add documerts

[] Replace physical path
Old path

Ygystemdrive L inetpub wwwroot

c\program files {<86)"asp net starter kitshasp net ..

¢ hinetpub®phpmyadmin-3.5.1-alHanguages

c\awstats wwwroot

01.04.16 10:13:42.954 End G| list.

01.04.16 10:13:42.554 Fill_gui_lists] gui path list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui IF list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui groups - done
01.04.16 10:13:42.939 Fill_gui_lists] gui S50 - done
01.04.16 10:13:42 523 Fill_gui_lists] qgui poals - done

£

<< Prev Nexd >> Start the migration
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Replacetabis for severadifferentreplacemenoptions:

IEMT canreplaceold IP addressesin thellS sitespropertieshostheaders¢ ) with the newones.At thistab
you canseethe list of the old IP addressefoundin GA data(or applicationHostonfig). Specifythe new IP
addresses needed.

The Default Documentscanalsobe changedlUsea commato separatéhedocumennames.

Thesite Physicalpath canalsobe changed.



The Physical path will be replacedonly if the New path filed is not empty. The regularexpressionsn the
.NET Framework style can be used in the Old path field. More info about the regular expressions:
https://msdn.microsoft.com/aws/library/az24scfc%28v=vs.110%29.aspx

Step 2. Poolstab

File  Help
2. Migration options

2. Please select migration options
| Creste | Security | Hepiac&| Pools |Emups |

[] Assign dedicated pools to the sttes. (The pools will also be renamed according to the nules specfied at "Options" section.)
Ciptions
[] Enable 32bit applications for pool
[ Use Integrated mode

(® Set the app pool name equal to the appropriate website name

() Set the numbered application pool names: Prefic_Mumber. For example; iemt_1, iemt_2, ...
Prefie

01.04.16 10:13:42 954 End GUI list .

01.04.16 10:13:42 554 Fill_qui_lists] gui path list - done
01.04.16 10:13:42.535 Fill_qui_lists] gui IP list - done
01.04.16 10:13:42.535 Fill_gui_lists] gui groups - done
071.04.16 10:13:42.935 Fill_qui_lists] qui S5L% - done
071.04.16 10:13:42.923 Fill_qui_lists] qui pools - done

<
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With the controlsof the Poolstab you can creatededicatedapplicationpools for eachweb site (and virtual
directory).

To enablethe Poolstab you can turn off Usethe Application Pool Identitiescheckboxon Security
tab. Thesetabsare mutuallyexclusive.

Thefields/controlson this tab are similar to the oneson the Securitytab. Look at the Securitytab description
for moreinfo, please.


https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

Step 2. Groups tab
o

File  Help
2. Migration options |

2. Please select migration options

| Create I Security | Replace I Pools | Groups |

Windows groups for
Web accounts

[I5_IUSRS

FTP accounts

|— NONE —

Create group

Group name |

Diescription |

01.04.76 10:13:42.954 End GUI list.
01.04.76 10:13:42.954 Fill_qui_lists]
01.04.16 10:13:42.339 Fil_gui_lists]
01.04.16 10:13:42.339 Fil_gui_lists]
01.04.76 10:13:42.939 Fil_qui_lists]
01.04.76 10:13:42.923 Fil_qui_lists]

£

gui path list - done
qgui IP list - done
qgui groups - done
gui 55L's - done
gui pools - done

>

<< Prev MNext ==

Start the migration

Groupstabis for selectingof groupsfor FTP accountandanonymousvebuserslt is alsopossibleto createa

Windows 2012 R2 [Microsoft Windows NT 6.3.9600.0] | x84 | ZANS\Administrator | 0:0:0

Windowsgroupdirectly from this tab,just useCreatebuttonafter specifyng the groupname.

Click Nextbuttonto goto the nextstep.

Now you canselectthewebsitesto be migrated.If you needthemall, justclick Selectall button.




Step3

o' IEMT

File  Help

3. Select sites

3. Please select sites for migration

Stes  (159) Filter v||

Site Apps  Dirs ASP.MET Pool S50 Headers ~
] adei3 1 1] v2.0 ASP.NET V2.0 £4.31.58

] abreystudi 4 1] v2.0 AspZphl £4.31.58

] admin toych 1 0 v2.0 SessionPool £4.31.58.

] advokatl 1 0 vd.0 Default AppPool £4.31.58.

] afftd 5 1] v2.0 DefPp28 £4.31.58.

] aliartay 1 0 v2.0 SessionPool-ASP-2.0 £4.31.58.

[ apollo-netw 4 1] v2.0 ASP.MET V2.0 £4.31.58°

] apps handb 1 0 w20 ASP NET 2.0 (Classic) £4.3158 -

| Selectal | | Deselectal | Site info: ALT + LEFT MOUSE BUTTON | Addtomigwtion st |
Sites for migration  (0) | Clear migration list |
Site Apps Dirs ASP.MET Pool SSL Headers

01.04.16 10:13:42 554 End GUI list.

01.04.16 10:13:42 554 fill_gui_lists] qgui path list - done
01.04.16 10:13:42 535 fill_gui_lists] gui IP list - done
01.04.16 10:13:42 539 Fill_gui_lists] qui groups - done
07.04.16 10:13:42 535 fill_gui_lists] gui S5L% - done
07.04.16 10:13:42 523 Fill_gui_lists] qgui pools - done

<
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Selecta site or severakitesandclick Add to migration list button.Repeathis asmanytimesasyou need.Use

Filter fieldsto find sitesby differentcriteria.

The regularexpressionsn the .NET Frameworkstyle can be usedin the Filter field. More info aboutthe
regularexpressionshttps://msdn.microsoft.com/aws/library/az24scfc%28v=vs.110%29.aspx

ALT + LEFT MOUSE BUTTON CLICK combinationallows to get the extendedinformation aboutany

websitein thelist.

Pleasenotethat IEMT will addall theapplicationpoolsassignedo the selectedsitesto the migrationlist

automatically.

Before going to the next step,think if all is selecteccorrectly.If not, you canclick Clear migration list and

repeathe stepsagain.

Click Nextbuttonto goto the nextstep.


https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

Step4

Eile  Help

4, Select FTP logins

4_Please select FTP logins for migration
Target FTP server |FTP IIS7[21]

Flrter| v||

) FTP servers ® FTF logins

1)/ 180

Login

[ 130n41k

[] =aron

[] MbreyFamityAccess
[] Adam

[] adminAbreyStudios
[ AdminIT

[] Aggarwal

Path

C:\WebSites D
CWebSites\SF
CWebSites'\Ab
o websites ' AM
CiWebStes A
CAWebSies'G:
CWebSites'\Ac

Server

FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.
FTP [64.31.

| Selectal | | Deselectal

FTP logins for migration (0}

Login Path

01.04.16 10:13:42.954 End GUI lst.
01.04.16 10:13:42.954 fill_qui_lists]
01.04.16 10:13:42.939 fil_qui_lists]
01.04.16 10:13:42.939 Fil_qui_lists]
01.04.16 10:13:42.939 fill_qui_lists]
01.04.16 10:13:42.923 Fill_qui_lists]

gui path list - done
gui IP list - done
gui groups - done
qui S5L%s - done
gui pools - done

<]

1>
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Start the migration
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a5 IEMT == -

File  Help
4. Select FTF logins |
4. Please select FTP logins for migration

(®) FTF servers () FTP logins FTP ST [:21]
(1) # 180 Fitter | w | |
=NE FTF (5431 21:#] "

-] Weizenauer [CAW
-] Wries (C:\WebSites
[ viraj (C:"WebSites®
- Jvidya {C:\WebSite:
-[tendemock C:\We
-] Tallent {C:\WebSit
-] Stotskii {C:\Web5it

vl omirmimn 7 U b Ca e e s i e = ser s e e e s

A

| Selectal | | Desslectal | | Add to migration list |

| Clear migration list |

FTP logins for migration  (0)
Login Path Server

01.04.16 10:12:42 554 End GUI list. ~
01.04.16 10:13:42 554 Fill _gui_lists] gui path list - done

01.04.16 10:13:42.535 Fill_gui_lists] qui IP list - done

01.04.16 10:13:42.939 Fill _gui_lists] gui groups - done

01.04.16 10:13:42 539 Fill _gui_lists] gui 55L's - done

01.04.16 10:13:42 523 Fill_gui_lists] gui pools - done w

< >
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SelectFTP logins tabis for FTP accountsand FTP serversmigration. It is similar to the steps9 to 10, just
selectthe accountgand/orserversyandaddthemto the migrationlist by usingthe checkboxesfilters and Add
to migration list button.

To migrate FTP accountsto an existing FTP serverselectFTP logins option andthen selectthe destination
FTPservemamein TargetFTP serverlist. Thenclick Add to migration list button.

To migratea FTP serveralongwith all (or some)of its FTP accountsselectFTP serversoption. Thenselect
desiredFTPloginsin thetree(seethe screenshaoabove. Thenclick Add to migration list button.

Click Nextbuttonto goto the nextstep.



Steps

o IEMT
Eile  Help

5. Select pools

5. Please select pools for migration

Application pools for migration  (0)

Application pools 213 Fitter b | |

Pool Identity Fipeline ASP MNET  Status A
[] 1057 MetworlcService Classic w20 Started

[T] administration jpslr= w20 {Classic) Specificl)ser Classic w20 Started

[] administration ipsl+e v2.0 (Integrated) Specificlser Integrated vZz0 Started

[] administration ipsl+e wd. 0 {Classic) Specificllser Classic vd. 0 Started

[] administration ipsl+e vd 0 {Integrated) Specificlser Integrated vd 0 Started

[] aliantz v2.0 {Classic) Specificlser Classic w20 Started

[] aliantz v2.0 {Integrated) Specificl)ser Integrated w20 Started

[7] aliantz vd. [ {Classic) Specificlser Classic vd.0 Started -
| Selectal || Deselectal | | Addto migration list |

| Clear migration list |

Pool Identity Fipeline

ASP.NET  Status

01.04.16 10:13:42.954 End GUI ligt.

07.04.716 10:13:42.954 fill_gui_lists] gui path list - done
01.04.16 10:13:42 535 Fill_gui_lists] qgui IP list - done
01.04.16 10:13:42.5935 Fill_gui_lists] gui groups - done
01.04.16 10:13:42.535 Fill_gui_lists] gui 550 - done
01.04.16 10:13:42 523 Fill_gui_lists] gui pools - done

£
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Selectpoolstab is for Application Poolsmigration. It is similar to the steps9 to 10, just selectthe poolsand

addthemto the migrationlist by usingthe checkboxesfjlters andAdd to migration list button.

Click Nextbuttonto goto the nextstep.

Sameof the poolswill be addedto the migrationlist automatically.Thesepoolsare assignedo the sites
you selectedat the previoussteps.So, they cannotbe removedfrom the list directly. To removesucha
pool youneedto go backto the sitesselectionstepandremovethe associateaite from the migrationlist.

IEMT detectghe .NET frameworkversionfor eachpool automaticallyat the sitesselectionstep.



Step6

o

Eile Help

6. 551 certfficates
6. Please select SSL certificates for migration

Sites with S5L

Site IP Port Headers

[]securet - 64.3158.. 443

[ selahbon 643158 443

[] shaolin. 43158, 443

[] splatanir 64.3158.. 443

[] wastenc 64.3158.. 443

Selectal | | Desslectal | S5L cett. view: ALT + LEFT MOUSE BUTTON | Add to migration list |

Sites with SSL for migration  (0) | Clearmigrationist |

Site IP Port Headers
01.04.16 10:13:42 554 End GUI list. ~
01.04.16 10:13:42 954 Fill_gui_lists] gui path list - done I:‘
01.04.16 10:13:42.935 fill_qui_lists] gui IP list - done
01.04.16 10:13:42.933 Fill_gui_lists] gui groups - done
01.04.16 10:13:42 535 Fill_gui_lists] gui 550 - done
01.04.16 10:13:42 923 Fill_qui_lists] gui poals - done W
< >
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SSL certificatestabis for SSL certificatesmigration.

ALT + LEFT MOUSE BUTTON CLICK combinationallowsto getthe extendednformationaboutany SSL
certificatein thelist.

Thisstepis availableonly if GatheringAgentwasusedfor sourcedatacollection.

Click Nextbuttonto goto the nextstep.



Step7

File  Help
7. Windows groups

7. Please select Windows groups for migration
Groups (21}

Administrators [users: 6]

Backup Operators [users: 0]

Certificate Service DCOM Access [users: 0]

Cryptographic Operators [users: ]

Digtributed COM Users [users: 0]

Event LDE Readers [users: Dl

[I5_IUSRS [users: 77]
Metwork Configuration Operators [users: 0]

Users (1} Fitter |

[] Guest

| Selectal | | Deselectal

Groups and users for migration (D) ! (0

071.04.16 10:13:42.954 End GUI list.

01.04.16 10:13:42 954 fill_gui_lists] gui path list - done
01.04.16 10:13:42 933 fill_gui_lists] gui IP list - done
01.04.16 10:13:42 933 fill_gui_lists] gui groups - done
01.04.16 10:13:42 933 fill_gui_lists] gui 55L's - done
07.04.16 10:13:42.923 Fill_gui_lists] qui pools - done

[<] B
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Windowsgroupstabis for Windowsusersandgroupsmigration.

Thisstepis availableonly if GatheringAgentwasusedfor sourcedatacollection.

Click Nextbuttonto goto the nextstep.



Step8

File  Help
8. 1I5: ActiveDirectory users |

There are Active Directory (AD) users in website properties. You can either use AD users or allow the IEMT to replace them with
local Windows users._ If you want to use an AD user you can either specify its password or replace it with another AD user by
specifying another user name, domain and password. If you specify any passwords here you have to click "Verify with AD"
button.

MNote: If youwill click "Convertto local users" button below, but later change your mind, you can not just click "Prev” button to return to this step
end make other choice. You must restart the IEMT and re-parse the data file, then you can make other choice.

QLD user Domain |Jzer Pasz=word Message
ASTIB \service account ASTIB service account
ASTIB \sharepairt_apl ASTIB sharepoirt_apl

astib“horizon astib harizon

Verify with AD Convert to local users

03.04 17 15:58:12 660 SecurityHoleAdmin: end - search [admin’s] in vdirs.

03.04 17 19:58:12 655 SecurtyHoleAdmin: found [admin's] in vdirs/sites - 0, ftp vdirs/sites - 0
0:3.04.17 19:58:12 655 SecurityHoleAdmin: begin - search [admin's] in wdirs.

03.04.17 19:58:12.651 End GUI list.

03.04.17 19:58:12 650 Fill _gui_lists] gui AD users - done

03.04.17 19:58:12.643 Fill_gui_lists] qui path list - done

i<l E
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In mostcaseghe IEMT cannotcreateActive Directory (AD) usersbecausét works asa local Administrator,
but usually the local Administrator does not have enoughpermissionto create AD users(due to security

policies)

If thereare Active Directory usersin website(or otherllS object) propertiesthe IEMT will showthe list of
thoseAD users

You caneitheruseActive Directory usersor allow the [IEMT to replacethemwith local Windowsuserslf you
wantto usean AD useryou caneitherspecifyits passwordor replaceit with anotherAD userby specifying
anotherusername ,domainandpassword.

If you specifyanypassword$ereyou haveto click Verify with AD button.

Note: The AD usersmustexiston the destinationserverandyou haveto specifytheir correctpasswords.
Otherwisethe migrated websiteswill show401 (or other similar) errors. The AD policy shouldallow
those AD usersto accesswebsitedirectories on the destinationserver, otherwisey o u @get NTFS
permissiorrelatederrors.




Click Convertto local usersif you want to replaceActive Directory userswith local Windows ones.The
IEMT will createnewlocal Windowsuserswith strongrandompasswordsAt the endof the migrationyou can
find theuserlist (alongwith the passwordsin USERSNUM.txt file (wherefi N U Mslsomenumber)

Note: If youwill click Convertto local usersbutton, but later changeyour mind, you cannotjust click
Prevbuttonto return to this stependmakeotherchoice.Youmustrestartthe [IEMT andre-parsethe data
file, thenyoucanmakeotherchoice.

Click Nextbuttonto goto the nextstep.

Step9

File  Help

Migration progress

General process

ltem

Date and Time

01.04.16 10:13:42.954 End GUI list.

07.04.16 10:13:42.954 Fill_gui_lists] gui path list - done
07.04.16 10:13:42.939 Fill_gui_lists] qui IP list - done
01.04.16 10:13:42.939 Fill_gui_lists] qgui groups - done
01.04.16 10:13:42 539 Fill_gui_lists] gui 55L's - done
01.04.16 10:13:42 523 Fill_gui_lists] qgui pools - done

<]
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The final step.You are aboutto startthe migration process.But beforeyou click the Start the migration
button you have a chanceto go back (using the Prev button) to changethe settings.If all is fine with the
settingsclick Startthe migration button.



It is possilbe to stop the migration processat any momentby Stop button. But in this casethereis a
possibility that somethings will be wrong. Currently we know only one type of error causeby the
migration break (the passwordof an anonymousiserdoesnot matchthe passwordspecifiedin the web

site properties),but there may be other errors too, unfortunately.So, it is hot recommendedo stopthe
migrationprocess.

At the end of the migration processlIS Easy Migration Tool createsNUM-USERSPWD.TXT file (where
A N U Mssomenumber)andsavesall the password®f the newly createdusersn the following format:

[Usertype]User_namePassword



























